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Introduction

The Republic of the Philippines is one of 
the fastest-growing economies in Southeast 
Asia, and a leader in the Association of 
Southeast Asia Nations (ASEAN). Its 
economy is supported by abundant natural 
resources, a young and skilled workforce, 
high literacy rates, and a growing middle 
class. 

However, the country’s multi-sectoral 
economy – characterized by agriculture, 
manufacturing, and service sectors – is 
vulnerable to several forms of illicit trade. 
According to government’s own National 
Risk Assessment (NRA), several forms 
of illicit trade pose significant threats, 
including tax crimes, tobacco and alcohol 
smuggling, IPR violations, environmental 
law violations, human trafficking, and  
drug-related crimes.

In terms of its structural capability to 
effectively protect against illicit trade, the 
Philippines ranks 64th out of 84 countries 
evaluated by Global	Illicit	Trade	Environment	
Index (Index). With an overall score of 
49.0 (out of 100), this is slightly above the 
ASEAN average (46), but still well below 
the global average (60).

The illicit economy is driven by several 
challenges:

• The country’s location in Southeast Asia 
and proximity to other major Asian 
economies, especially China, has made 
the Philippines both a hub and transit 
point for various forms of illegal trade. 
Its many islands also make it more 
challenging to control and monitor illegal 
activities, providing ample opportunities 
for smugglers to evade detection.

• Weak regulatory and enforcement 
systems, coupled with limited resources 
and skills shortages challenge the ability 
of enforcement agencies to monitor and 
detect illicit trade activities effectively. 

• Widespread smuggling creates unfair 
competition for locally produced goods, 
notably textile and garments, agriculture 
products, coconut oil, sugar, and 
cigarette manufacturing. 

• Criminal cases related to illicit trade 
often languish with the judicial system 
for several years before a final decision is 
reached. 

• Existing sanctions do not have sufficient 
deterrent effect, as evidenced by the 
significant number of repeat offenders. 

• Limited awareness among consumers, 
who do not perceive counterfeits as a 
problem but rather as bargains. 

Tax evasion, illicit financial flows  
and corruption
Tax evasion and tax-related crimes are 
significant in the Philippines, estimated to 
cost the government over P500 billion (USD 
8.99 billion) in revenue annually, of which 
P100 billion (USD 1.8 billion) is the result of 
tax evasion on cigarettes according to the 
Philippines’ Bureau of Internal Revenue.
These crimes are often associated with 
illicit trade, as they involve illegal activities 
aimed at avoiding or evading taxes, such 
as smuggling, counterfeiting, and money 
laundering. Smugglers avoid paying taxes 
on imports and counterfeiters evade taxes 
on the profits they generate from the sale of 
fake products. Individuals and businesses 
engaged in money laundering actively hide 
income from tax authorities. 

EXECUTIVE SUMMARY
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The country also frequently ranks among 
the 20 countries with the highest levels 
of illicit financial flows (IFFs) worldwide. 
These flows are often deeply connected 
to underlying illicit trade and represent 
a substantial loss of billions of dollars in 
tax revenues, which undermine economic 
growth, exacerbate poverty and inequality, 
and weaken governance and public 
institutions.

Corruption in law enforcement and border 
control agencies can facilitate the incidence 
of illicit trade. According to Transparency 
International’s 2022	Corruption	Perceptions	
Index, the Philippines ranks 116 out of 180 
countries, where 180 is the most corrupt. 

Counterfeiting
The counterfeit trade in the Philippines is 
driven by a number of factors, including 
limited law enforcement resources, 
corruption, and consumer demand for 
cheaper products – even if counterfeit. 
Moreover, the surge in counterfeit goods 
being sold through e-commerce and social 
media platforms confuses the origins of these 
illicit products. The Philippines is also one of 
the world’s largest sources of pirated digital 
content, with illegal copies of movies, music, 
and software readily available online and in 
street markets. 

While the Intellectual Property Office of the 
Philippines (IPOPHL) has made significant 
strides in improving IPR enforcement, the 
proliferation of counterfeit and pirated goods 
remains a persistent problem in Philippine 
markets. 

• In recent years, the Philippines has been 
making great progress in promoting 
and protecting IPRs. For example, MoUs 
with law enforcement, brand owners 
and platforms to cooperate in tackling 
counterfeiting online have yielded good 
results. While key IPR legislation is in 
place, the enforcement of these provisions 
needs to be strengthened and streamlined 
to ensure efficiency. 

• One significant challenge is the prolonged 
duration of criminal proceedings, 
with some cases extending beyond 
a decade. This protracted timeline 
places a significant financial burden on 
complainants, who must bear high costs 
of litigation and pay ongoing storage fees. 
Consequently, brand owners may choose 
to forego pursuing criminal charges, even 
in the presence of compelling evidence 
of infringement, due to the excessive 
financial costs.

• Strengthening interagency and 
interdepartmental cooperation is 
essential in the fight against illicit 
trade. The Philippines has emerged 
as a regional leader in promoting 
domestic cooperation, particularly in IP 
coordination because of the successful 
enforcement work done by the IPOPHL 
and the National Committee on 
Intellectual Property Rights (NCIPR). 
Similarly, the recent MOU signed between 
IPOPHL and the Manila International 
Airport Authority (MIAA) to train 
airport personnel to spot counterfeit 
and pirated goods is an example of how 
collaborations can improve detection and 
enforcement efforts.

Substandard and falsified medicines
According to a study by the OECD and 
EUIPO, the Philippines has been listed along 
with China, India, Vietnam, Indonesia, 
and Pakistan as a leading source country 
of falsified medicines. While these findings 
correlate with those from the UN Office 
on Drugs and Crime (UNODC) that 
identified the Philippines, Indonesia, 
Thailand and Vietnam as the countries 
in the region most frequently linked to 
incidents of counterfeiting or diversion 
of medicines during 2013–2017, IPOPHL 
contends that illegal products are imported 
into the country from foreign sources, via 
transshipment schemes.
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Illicit alcohol
Illicit alcohol is a significant problem in the 
Philippines, particularly in rural areas where 
regulation and enforcement of alcohol laws 
are less strict. According to WHO data, 
unrecorded alcohol represented nearly one 
third of total consumption in the Philippines. 

The public health costs and personal 
tragedies resulting from illicit alcohol 
consumption are staggering. In general, the 
biggest health concern is consumer exposure 
to health risks associated with toxic illicit 
alternatives. 

Illicit tobacco 
Illicit trade in tobacco in the Philippines is a 
significant problem, with the latest estimates 
indicating that illicit cigarettes make up 
as much as 16 percent of the market. For 
the most part, these illicit products are 
smuggled without payment of import 
duties, or they are manufactured locally but 
sold without tax stamps signifying correct 
excise payments. An emerging concern is 
clandestine manufacturing of illicit cigarettes 
in free trade zones and use of fraudulent 
transshipment schemes to facilitate illegal 
importation of unregistered and non-tax 
paid cigarettes. Illicit tobacco trade also 
destabilizes the waning local tobacco 
farming sector. 

Untaxed, unregulated illicit tobacco products 
present “extra-negative” risks to consumers, 
including health risks due to the inclusion 
of spurious or toxic ingredients. Perhaps 
more importantly, low-priced illicit tobacco 
products undermine tobacco controls to 
reduce the uptake of tobacco by youth and 
adults from low-income groups.

Illicit trade in petroleum products
Fuel smuggling has been a long-standing 
problem in the Philippines and refers to the 
illegal trade of petroleum products, such 
as gasoline, diesel, and liquefied petroleum 
gas (LPG). Smuggling and misdeclaration 

of petroleum products costs the country 
as much as P37.5 billion (USD 675 million) 
annually in lost tax revenue from excise and 
value-added taxes.

Agricultural smuggling
Agricultural smuggling is a significant 
and growing issue in the Philippines, with 
serious implications for Filipino farmers 
and domestic GDP. The unfair competition 
created by the sale of smuggled goods such 
as rice, vegetables, poultry, and livestock at 
much lower prices than locally produced 
goods lead to a distortion in prices, causing 
harm to farmers who struggle to compete in 
the market.

Environmental crimes
Given its considerable natural resource 
endowments, the Philippines is vulnerable 
to several environmental crimes including 
fishing, mining and logging. 

• Illegal, unreported and unregulated (IUU) 
fishing poses a dual threat undermining 
efforts to manage fisheries sustainably 
while also endangering food security and 
jobs in coastal communities. 

• The Philippines is plagued by illegal 
mining activities estimated at USD 700 
million a year. Illicit mining has been a 
significant problem for decades, robbing 
the government of significant tax revenue, 
while costing the legitimate mining 
industry millions in production loss and 
security expenditures.

• Illegal logging has taken a heavy toll on 
the Philippines’ ancient forests. Although 
the government prohibited timber 
harvesting over 20 years ago, widespread 
illegal logging continues and contributes 
to 47,000 hectares of rainforest lost each 
year.

• The Philippines is home to a rich diversity 
of flora and fauna, including many 
endangered species. Unfortunately, 
this also makes it a target for wildlife 
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traffickers seeking to profit from the 
illegal trade of rare plants and animals. 
The value of illegal wildlife trade in the 
Philippines is estimated at P50 billion 
(USD 900 million) a year.

• The illicit disposal of waste in the 
Philippines has severe environmental and 
health consequences. The toxic chemicals 
and materials in e-waste and hazardous 
waste can contaminate soil and water 
sources, leading to long-term health risks 
for local communities. The plastic waste, 
which is often burned, also contributes to 
air pollution and global climate change.

Policy recommendations to combat 
illicit trade

Tackling a multifaceted problem like illicit 
trade requires approaches that build on 
opportunities for domestic coordination 
and international cooperation, and that 
involve both public and private sector 
actors. This report offers a range of 
policy recommendations, including those 
summarized below:

Prevent the flow of illegal goods across 
borders – by strengthening the customs 
environment, tightening enforcement on 
transshipment, goods in transit, illicit trade 
in Free Trade Zones (FTZ), and intercepting 
the export of illicit goods.

Strengthen cooperation with neighboring 
countries – to address informal cross-border 
trade, smuggling and alignment of tax and 
subsidy policies. ASEAN working groups 
such as the ASEAN Customs Enforcement 
and Compliance Working Group (CECWG)
can be effective regional mechanisms 
for actions such as harmonizing import 
and export policies. Results from WCO’s 
“Project Crocodile” demonstrate how 
strong and stable collaboration among 
member countries in timely transmission 
of information/notification of suspicious 
cigarette shipments and tracking and 

monitoring such shipments can have a 
lasting impact on tackling illicit tobacco 
trade.

Strengthen and invest in intellectual 
property rights (IPR) enforcement. 
While key IPR legislation is in place, the 
prevalence of counterfeit and pirated 
goods on the market remains a concern. 
ASEAN’s Working Group on IP Cooperation 
(AWPIC) and the ASEAN Network of IP 
Enforcement Experts (ANIEE) are effective 
platforms for regional cooperation and for 
support in raising capacities of national law 
enforcement agencies on IP matters. Further, 
increasing funding for enforcement bodies is 
critical to improving their capacity to combat 
illicit trade.

Expedite the resolution of criminal cases 
related to IPR infringement – to fast-track 
the legal process, reduce lengthy timelines, 
and minimize associated costs. By ensuring 
a more efficient and accessible legal system, 
brand owners will be more inclined to 
pursue legal action, safeguarding their 
rights, deterring potential infringers, and 
promoting a conducive environment for 
innovation and creativity. 

Strengthen and enforce criminal penalties 
– to discourage illicit traders from exploiting 
markets with the weakest penalty regimes. 
Sanctions imposed against criminals must 
be proportionate to the nature of the crime 
and the inherent risk of the illicit product 
to human health and environmental safety 
(e.g., cases involving illicit pharmaceuticals, 
pesticides, or alcohol).

Tighten controls on money laundering – by 
denying access to entities and mechanisms 
used to launder proceeds of crime is one 
of the most effective ways to deter illicit 
trade. By taking these steps, the Philippines 
can better protect its financial system and 
reputation and promote greater transparency 
and accountability in the global financial 
community.
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Implement coherent domestic tax policies 
– to disincentivize producers and consumers 
from switching from legal products to 
the illicit channel to avoid higher taxes. 
Tax structures and tax levels should 
consider market dynamics like ease of 
implementation and enforcement, consumer 
affordability, comparative tax and price 
levels in neighboring countries, and long-
run consequences of substitution of illicit 
product alternatives. Tax plans that lay out 
reasonable tax increases and consider local 
market dynamics are more defensible to 
illicit trade. 

Enhance transparency and accountability – 
by tackling pervasive corrupt practices that 
continue to facilitate illicit trade, notably 
at the level of customs, law enforcement 
authorities, regulatory/inspection bodies 
and the judiciary. As long as corruption 
persists within government agencies, any 
attempt to strengthen border policing and 
control will have limited effect. Moving to 
a comprehensive digital environment for 
border clearance can reduce human touch 
points and thus lessen the opportunities for 
improprieties.

Empower consumers through awareness 
– to encourage more consumers to make 
informed choices about the products they 
purchase. This, in turn, can have a positive 
impact on the local (legitimate) economy, 
promote fair competition, and safeguard the 
rights of businesses and consumers. 

Improve controls in the digital environment 
– to combat cybercrimes, money laundering, 
copyright piracy and the increased use of 

e-commerce platforms for selling counterfeits 
and other illicit goods. Specific steps include:

• Tighten Know Your Customers 
requirements for online intermediaries. 

• Encourage the development and 
adoption of advanced prevention 
technologies.

• Hold online intermediaries liable for not 
adequately removing illicit content. 

• Ensure that repeat offenders are 
permanently banned and prevented from 
rejoining or remaining on the platform 
under a different alias or storefront.

• Treat domestic warehouses and 
fulfilment centers as the ultimate 
consignee for goods that have not been 
sold to a specific consumer at the time of 
its importation.

• Address illicit trade in the express and 
postal mail sector.

• Hold payment portals and financial 
systems responsible for preventing illicit 
traders from using their services for 
money transfers. 

Promote the creation of local private-public 
partnerships to bring key industry and 
government stakeholders together to define 
strategies, share know-how, intelligence and 
data, improve risk assessment, strengthen 
border control and improve awareness.
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I. INTRODUCTION 

The Philippines is one of the fastest-growing 
economies in Southeast Asia, supported 
by abundant natural resources, a young 
and skilled workforce, high literacy rates, 
and a growing middle class. However, 
the country’s multi-sectoral economy – 
characterized by agriculture, manufacturing, 
and service sectors – is vulnerable to several 
forms of illicit trade.1 

According to the government’s own National 
Risk Assessment (NRA), several forms of 
illicit trade pose significant threats to the 
country, including tax crimes, smuggling, 
IPR violations, environmental law violations, 
human trafficking, and drug-related crimes.2 
Organized crime groups thrive on corruption 
to operate a robust shadow economy and 
launder proceeds from drug and human 
trafficking, tax crimes, and cybercrime.3 The 
negative consequences of illicit trade are 
significant. 

• The Federation of Philippine Industries 
estimates that smuggling alone costs the 
government at least P250 billion (US$ 4.5 
billion)4 in lost revenue annually.5 

• A study conducted by the Center for 
Research and Communication Foundation 
(CRCFI) found that between 2011 
and 2015, smuggling resulted in the 
displacement of approximately 290,000 
Filipino workers.6   

• Tax evasion contributes to the problem, 
costing the government over P300 billion 
(US$ 5.4 billion) in revenue each year,7  
and corruption accounts for as much 
as one-fifth (20%) of the government's 
annual budget.8  

• The fallout from COVID-19 has increased 
unemployment, inflation, and decreased 
buying power, leading to an increase in 
consumers turning to the black market.9 

In response, the government has 
implemented measures to combat 
illicit trade, such as strengthening law 
enforcement efforts and improving border 
security. Notably, the National Committee 
on Intellectual Property Rights (NCIPR) – 
chaired by the Department of Trade and 
Industry and the Philippines Office of 
Intellectual Property (IPOPHL) – enhance the 
protection and enforcement of intellectual 
property rights (IPR) by emphasizing 
enforcement, ramping up seizures of 
counterfeits, improving adjudication of IP 
cases and championing the importance of 
IPR to national development and global 
competitiveness. Through these collaborative 
efforts, the Philippines remains off both the 
United States Trade Representative (USTR) 
Special 301 watchlist and the European 
Union (EU) Counterfeit and Piracy Watch 
List.

Despite these efforts, the proliferation of 
counterfeit and pirated goods and various 
other forms of illicit trade remain a persistent 
problem in Philippine markets. 

This report assesses the nature and extent 
of illicit trade in the Philippines, its 
effects on the economy and society, the 
government's efforts to address the issue, 
and recommendations for effective solutions. 
This report aims to assist stakeholders in 
combating this issue and in creating a safer 
and more prosperous Philippines.
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II. PHILIPPINES’ STRUCTURAL CAPABILITY  
 TO ADDRESS ILLICIT TRADE

To better understand the 
regulatory environment and 
economic circumstances that 
enable illicit trade, TRACIT 
commissioned the Economist 
Intelligence Unit (EIU) to 
produce the Global	Illicit	Trade	
Environment	Index	(Index). 
Along with more than 80 other 
countries, the Philippines 
was evaluated on a number 
of policy, legal, regulatory, 
economic, trade, institutional 
and cultural indicators 
reflecting its structural 
capability to effectively protect 
against illicit trade.

The Philippines scores are mixed, ranking 
64th out of 84 countries evaluated, with 
an overall score of 49.0 (out of 100). This is 
slightly above the ASEAN average (46.0), 
but still well below the global average 
(60.0). Amongst the four categories in the 
Index, the Philippines registers its strongest 
performance in the area of Transparency 
and Trade, where it ranks 24th of 84, 
followed by Supply and Demand (55th) 
and Customs Environment (60th). While 
there’s room for improvement across all 
categories, significant efforts are required 
in the Government Policy category, where 
perceptions of corruption and limited 
compliance with FATF standards lower its 
overall performance.

The illicit economy is driven by several 
challenges:

• The country’s location in Southeast Asia 
and proximity to other major Asian 
economies especially China has made the 
Philippines both a hub and transit point 
for various forms of illegal trade in the  

 

 region, including being a significant  
provenance country in the global trade 
in illicit goods.10 Its many islands also 
make it more challenging to control and 
monitor illegal activities, providing ample 
opportunities for smugglers to evade 
detection and prosecution.    

Rank /84 ASEAN Economy Score /100

24 Singapore 71
47 Malaysia 60
48 Thailand 60
64 Philippines 49
66 Vietnam 48

ASEAN Average 60

68 Indonesia 45
79 Cambodia 31
81 Laos 27
82 Myanmar 23

ASEAN Country Rank and Scores from the 
Global Illicit Trade Environment Index
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• Widespread smuggling impacts several 
industries especially textile and garments, 
agriculture products, tires, steel, liquified 
petroleum gas tanks, coconut oil, sugar, 
and cigarette manufacturing.11  

• Corruption, a large informal sector 
and the presence of criminal networks 
contribute to the proliferation of illicit 
trade.

• Weak regulatory and enforcement 
systems, coupled with limited resources 
and skills shortages challenge the ability 
of enforcement bodies to monitor and 
detect illicit trade activities effectively. 

• Substantial losses from tax evasion and 
illicit financial flows, amounting to 
billions of dollars, limit economic growth 
and development.12  

Tax evasion and tax-related crimes
Tax evasion and tax-related crimes are 
significant in the Philippines, estimated 
to cost the government over P300 billion 
(USD 5.39 billion) in revenue annually.13 
These crimes are often associated with 
illicit trade, as they involve illegal activities 
aimed at avoiding or evading taxes, such 
as smuggling, counterfeiting, and money 
laundering. Smugglers avoid paying taxes 
on imports and counterfeiters evade taxes 
on the profits they generate from the sale of 

fake products. Individuals and businesses 
engaged in money laundering actively hide 
income from tax authorities.   

The country faces a number of money 
laundering threats associated with illicit 
trade, including drug trafficking, smuggling, 
tax crimes, intellectual property violations, 
illegal firearms and environmental crimes.14   
The 2022 Basel Anti-Money Laundering 
Index has ranked the Philippines among 
the poorest performing countries, at 
45 out of 128. Compared to its ASEAN 
neighbors, Myanmar, Vietnam, and Thailand 
ranked lower at 3rd, 10th, and 40th place, 
respectively.15  

In addition, the Financial Action Task Force 
(FATF) has put the Philippines on the "grey 
list" of countries – which means the country 
is subject to increased monitoring as it 
endeavors to resolve strategic deficiencies 
within agreed timeframes.16 In practice, 
according to the International Monetary 
Fund (IMF) research, grey listings result 
in a decrease of capital inflow of 7.6% 
of GDP and a decrease in foreign direct 
investment of 3% of GDP.17 In June 2021, 
the Philippines made a high-level political 
commitment to work with the FATF and the 
Asia/Pacific Group on Money Laundering 
(APG) to strengthen the effectiveness of its 
Anti-Money Laundering / Countering the 
Financing of Terrorism (AML/CFT) regime.18      

Box 1: IFFs and Illicit Trade 

Illicit financial flows and illicit trade in goods and services are closely linked. Both activities 
often involve the transfer of funds across borders and the use of complex financial transactions 
and offshore accounts to conceal their illicit nature. These activities can also reinforce each other, 
where the proceeds from illicit trade can be used to finance other illicit activities, such as bribery, 
corruption, and money laundering. In turn, the movement of funds through illicit financial flows 
can be used to facilitate and expand illicit trade activities. Additionally, the lack of transparency 
and accountability in both illicit financial flows and illicit trade in goods and services can create an 
environment that enables these activities to persist and grow. Addressing both issues is critical to 
combatting illicit activities that undermine the integrity of economies and the rule of law.
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The country also frequently ranks among the 
20 countries with the highest levels of illicit 
financial flows (IFFs) worldwide.19 These 
flows represent a substantial loss of billions 
of dollars in tax revenues, which undermine 
economic growth, exacerbate poverty and 
inequality, and weaken governance and 
public institutions.20 

Tax fraud, illicit trade and illicit financial 
flows have significant negative impacts on 
the rule of law. Not only do these activities 
undermine the authority of the state and 
its institutions, but also reduce government 
revenue, which is necessary for providing 
essential services such as the government’s 
universal healthcare program and enforcing 
laws. Moreover, tax fraud and illicit trade 
create an unfair advantage for those 
who engage in them, which can promote 
corruption, erode the principles of equality 
and fairness that are crucial to the rule of 
law. 

Furthermore, illicit trade, tax fraud and 
illicit financial flows present significant 
obstacles to achieving Target 17.4 (Assist 
developing countries in attaining debt 
sustainability) of the UN Sustainable 
Development Goals (SDGs). This target aims 
to strengthen domestic resource mobilization 

and debt sustainability, including through 
international support, to improve domestic 
capacity for tax and other revenue collection. 
While the Philippines has improved its tax 
revenue collection over the past decade, 
its government tax-to-GDP ratio of 14.1% 
is modest compared to other Asia-Pacific 
countries and far below the goal of raising 
at least 20 percent of GDP through taxes to 
meet the UN SDGs by 2030. 22 

High levels of illicit trade and illicit financial 
flows aggravate poverty and exacerbate 
economic inequality.23 In 2021, the national 
poverty rate rose to 18%.24 At the same time, 
income inequality ranked among the worst 
in the region, with the top 1% of Philippine 
earners capturing 17% of the total national 
income, with only 14% being shared by the 
bottom 50%.25 The proliferation of cheap, 
illicitly traded counterfeits adds to the 
problem by creating unfair competition 
to local industries which undermines 
their profitability and capacity to generate 
employment. Government officials have also 
raised serious concerns over reports that 
illicit trade is used to fund organized crimes, 
resulting in heightened security risks both 
locally and internationally.26 For example, 
former Finance Secretary Carlos Dominguez 
raised similar concerns about the potential of 
smuggling, particularly cigarette smuggling, 
to finance terrorism.27 

By tackling illicit trade and associated 
tax fraud and illicit financial flows, the 
government can improve its revenue 
collection to increase the mobilization of 
resources to fund critical public services such 
as education, healthcare, and infrastructure.

Philippines has taken steps to address these 
issues, by endorsing the Bali Declaration 
in January 2023, and becoming the 17th 

“The	Philippines	aims	to	become	a	middle-
class	society	free	of	poverty	by	2040,	but	we	
know	from	global	experience	that	no	country	
has	managed	to	make	this	transition	while	
maintaining	high	levels	of	inequality.”
 
Ndiamé Diop, World Bank Country Director 
for Brunei, Malaysia, Philippines, and 
Thailand.21 
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member of the Asia	Initiative – which 
supports the effective implementation and 
use of the tax transparency standards to fight 
tax evasion and other illicit financial flows to 
mobilize domestic resources and develop tax 
co-operation across the region.28 

Corruption
Corruption is a significant obstacle to good 
governance in the Philippines and continues 
to undermine the country’s efforts to combat 
illicit trade. 

According to Transparency International’s 
2022 Corruption Perceptions Index, the  
Philippines ranks 116 out of 180 countries, 
where 180 is the most corrupt. While a 
slight improvement over its 2021 standing, 
the country remains one of the “significant 
decliners” in the Asia-Pacific region, and 
lags behind several neighbors in ASEAN, 
including Singapore (5th), Malaysia (61st), 
Thailand (101st), and Indonesia (110th).30  

In a 2022 survey of top business executives 
in the Philippines, corruption was identified 
as the biggest barrier to economic recovery 

from the pandemic and the top concern 
that the government must address. 
Corruption outranked several other pressing 
problems, including lower foreign and 
domestic investments, political uncertainty, 
uncontrolled inflation and rising oil prices.31  
Similarly, 86 percent of Filipinos surveyed 
in 2020 by Transparency International called 
corruption in government a big problem.32 

Corruption enables illicit trade by creating 
an environment where illegal activities 
can thrive. Specifically, corruption in law 
enforcement and border control agencies 
can amplify the threat and incidence of 
illicit trade. Smugglers seeking to transport 
illegal goods across borders or engage in 
illegal trading schemes, even with respect 
to legal goods collude with government 
officials. The implications of such practices 
go beyond the immediate transaction. For 
instance, if a customs official accepts a bribe 
to allow the importation of counterfeit or 
stolen medical products, it not only involves 
the customs official and trader in illegal 
conduct, but it also affects producers and 
consumers of these goods worldwide. This 
can lead to serious consequences, such as the 
proliferation of substandard or dangerous 
products, harm to public health and safety, 
and loss of revenue for legitimate businesses. 

The nexus of illicit trade with corruption and 
other criminal activities creates a triple threat 
to the economy by crowding out legitimate 
economic activity, depriving the government 
of revenues for investment in vital public 
services and undermining the integrity of the 
very state institutions tasked with addressing 
the problem. In 2019, Deputy Ombudsman 
Cyril Ramos estimated that the country was 
losing some P700 billion (US$ 12.59 billion) 
every year to corruption,33 while the 2017 
national risk assessment (NRA) estimated 
that around 20% of the Philippines’ annual 
government budget is lost to corruption.34  

“Corruption	corrodes	the	moral	and	economic	
fabric	of	society.	It	undermines	values	and	
value	systems	and	erodes	trust	in	public	
institutions	and	the	notion	of	a	fair	social	
contract.	It	represents	a	misallocation	of	
finite	resources	away	from	public	services,	
infrastructure,	and	other	investments	that	
can	help	poor	and	vulnerable	people	improve	
their	lives.	It	raises	costs	for	businesses.	And	
in	the	long-term	it	is	a	roadblock	to	lasting	
economic	growth	and	development,	leaving	
societies	poorer	and	more	unequal	than	they	
otherwise	would	have	been.”	
 
WTO Director-General Ngozi  
Okonjo-Iweala 29
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The Philippine government has made efforts 
to combat corruption, including putting in 
place legal and institutional frameworks, 
as well as holding government officials 
accountable for corrupt behavior. 

• Recently, in August 2023, more than 100 
Philippines mayors launched an anti-
corruption campaign aimed at pushing 
good governance and implementing 
higher standards of transparency in 
government operations.35 

• In January 2023, the Philippines Interior 
Secretary, Benjamin Abalos Jr., announced 
the government’s intent to cleanse the 
corruption-tainted Philippine National 
Police (PNP), calling on top-ranking 
officials to tender “courtesy resignations” 
for their alleged involvement in the 
country’s illegal drug trade.36  

• In the first half of 2022, the Bureau of 
Customs (BOC) dismissed three BOC 
personnel, relieved 27, suspended 7 and 
reshuffled 249 officials to other offices and 
ports after personnel had been found to 
have engaged in corruption.37 

• Along with other ASEAN states, the 
Philippines ratified the UN Convention 
Against Corruption (UNCAC) and 
adopted the ASEAN 2025 Political-
Security Community Blueprint which 
calls for, inter-alia, promoting ASEAN 
cooperation in implementing the UNCAC 
to prevent and combat corruption and 
strengthening the implementation of 
domestic laws and regulations against 
corruption and of anti-corruption 
practices in both the public and private 
sectors.

• President Ferdinand Marcos Jr., in his 
second State of the Nation Address, 
warned smugglers and hoarders of 
agricultural goods that the government is 
intensifying its enforcement efforts.38

The Despite these efforts, the country 
continues to face corruption at all levels and 
at a considerable scale and scope, from petty 
bribery to grand corruption, patronage and 
state capture.39  
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Overview
The Philippines faces challenges from illicit 
trade on multiple fronts, including but not 
limited to counterfeits of all types, falsified 
and substandard pharmaceuticals, alcohol, 
tobacco and petroleum smuggling and 
several environmental crimes including 
fishing, mining and logging. 

Overall, the Philippines regulatory bodies, 
institutions and enforcement agencies are 
well rounded and in line with international 
standards. Similarly, existing legislation and 
regulations aimed at deterring illicit trade 
are generally viewed as adequate.

However, there are several primary 
challenges that need to be addressed: 

• Existing sanctions do not have sufficient 
deterrent effect, as evidenced by the 
significant number of repeat offenders. 
For example, the Philippine legislature 
passed Republic Act No. 10845, also 
known as the "Anti-Agricultural 
Smuggling Act of 2016," which imposes 
severe penalties for the smuggling of key 
agricultural products. However, despite 
a record number of seizures of smuggled 
agricultural products, to date, no charges 
have been filed or convictions secured in 
court.

• Another concern is the slow prosecution 
of IP infringement cases. The burden falls 
on the complainant to prosecute the case 
and obtain a resolution, which can be an 
arduous process. Criminal cases related 
to illicit trade often languish with the 
judicial system for several years before 
a final decision is reached, with some 
cases pending for over 10 years. Many 
cases are dropped due to insufficient 
evidence, and the lengthy timelines to 

obtain a resolution lead to high costs and 
ongoing payment of storage fees for the 
complainant. 

Other concerns include:

• The lack of sustained enforcement of 
relevant regulations. 

• Weak border control along the 
Philippines’ extensive coastline of the 
archipelago and the cultural acceptance 
of patronizing smuggled and counterfeit 
goods. 

• Limited awareness among consumers, 
who do not perceive counterfeits as a 
problem but rather as bargains. There 
is a need for education and awareness 
campaigns to address this issue 
effectively.

It is imperative that the Philippines strike the 
right regulatory balance and demonstrate 
leadership in the region in combating the 
threat posed by illicit trade to economic and 
socio-cultural development. This requires 
urgent attention, as efforts to fight illicit 
trade should be seen as investments that 
yield tangible dividends for economic 
development and global security.

Counterfeit and pirated goods
The Organization for Economic Co-
operation and Development (OECD) and 
the European Union Intellectual Property 
Office (EUIPO) identify the Philippines as 
a key provenance country for the trade in 
counterfeit goods, ranging from luxury items 
to pharmaceuticals and baby formula.40 The 
Philippines ranks 15th on the OECD’s list 
of top 25 origin economies.41 Notably, local 
Filipino syndicates are cutting the counterfeit

III. ILLICIT TRADE IN THE PHILIPPINES
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business traditionally dominated by Chinese, 
although the quality of the Filipino products 
still lags behind.

The counterfeit trade in the Philippines is 
driven by a number of factors, including 
limited law enforcement resources, 
corruption, and consumer demand for 
cheaper products – even if counterfeit. 
Counterfeit goods are often sold in street 
markets and other informal settings, making 
it difficult for authorities to crack down on 
the problem. 

Moreover, the surge in counterfeit goods 
being sold through e-commerce and social 
media platforms has further complicated the 
task of identifying the origins of these illicit 
products. 

A recent Economist	Impact	survey found that 
77% of respondents from Asia struggled 

to distinguish between genuine and illicit 
goods.42 This is particularly the case when 
sales are made online and fraudulent sellers 
are using pictures of genuine products or 
official images from the brand owner to 
deceive the consumer. 

Digital piracy is also a significant issue in 
the Philippines. The country is one of the 
world’s largest sources of pirated software 
and media, with illegal copies of movies, 
music, and software readily available online 
and in street markets. A 2022 YouGov	Piracy	
Landscape Survey commissioned by the 
Asia Video Industry Association’s Coalition 
Against Piracy found that 61 percent of 
Filipinos consume pirated content, with 44 
percent consuming it through social media 
and messaging apps like Facebook and 
TikTok.43  

Box 2: The Intellectual Property Office of the Philippines 

The Intellectual Property Office of the Philippines (IPOPHL) has unique features that distinguish 
it from most other IP agencies worldwide. Firstly, it operates directly under the Office of the 
President, providing it with high level influence and reach. Secondly, IPOPHL has a unique 
enforcement mandate, allowing it to undertake enforcement functions including the authorization 
to coordinate raids and seizures of counterfeit goods with the Philippines National Police, the 
National Bureau of Investigation, the Bureau of Customs (BOC), and local government units. 

IPOPHL plays a pivotal role in driving collaboration among government agencies and private 
sector stakeholders to bolster the protection of IPR rights in the country. In addition to developing 
and implementing policies, the agency takes an active approach to establishing new enforcement 
standards and advocating for amendments to the IP Code. For example, 

• IPOPHL was instrumental in bringing forth the 2021 e-commerce Memorandum of 
Understanding (MOU) between e-commerce platforms, including Lazada and Shopee, and 
several global and local brand owners and business associations. In May 2023, in addition to 
the UK IP Office, the Pharmaceutical Security Institute (PSI) and INTA, eight more companies 
joined the MoU making it to a total of 27 signatories. 

• In April 2023, IPOPHL announced draft rules on voluntary site-blocking with local ISPs 
to be implemented later in the year. These new enforcement standards will empower the 
IP Enforcement Office (IEO) to order ISPs to block access to piracy websites that infringe 
copyright or facilitate copyright infringement online. 
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The Philippines Bureau of Customs (BoC) in 
the last few years has significantly stepped 
up efforts to enhance trade facilitation 
including gradual implementation of 
paperless cross border trade aimed at easing 
trade and strengthening supply chain 
integrity. This is also reflected in the UN’s 
Global	Survey	on	Digital	and	Sustainable	Trade	
Facilitation	2023, where the Philippines 
ranked second among the SEA nations, 
tying with Malaysia and Indonesia. The BoC 
has increasingly been relying on advanced 
digital tools and data-driven processes 
including continuous enhancement of its Risk 
Management Systems and implementation 
of the Electronic Tracking of Containerized 
Cargo System (E-TRACC). 

These measures have contributed to the 
BoC intercepting significant volumes of 
counterfeit goods. For example, between 
January - July 2023, BoC seized smuggled 
goods worth almost P31 billion.45 This 
includes more than P21 billion of counterfeit 
goods. Commissioner Bienvenido Rubio 
called on e-commerce platforms to 
strengthen measures against fakes sold on 
their platforms. In July 2023 alone, the BoC 
intercepted more than P550 million units of 
counterfeit apparel that was heading to local 
markets from Dhaka, Bangladesh.46  

While the Philippine government has 
made significant strides in improving IPR 
enforcement, the proliferation of counterfeit 
and pirated goods remains a persistent 
problem in Philippine markets. 

• Counterfeit goods are widely available 
for both retail and wholesale purchase 
in several markets in Manila. Among the 
most notorious are Greenhills Shopping 
Center (GSC), Cartimar Shopping Center, 
Baclaran, and Divisoria. These markets 
offer a vast array of counterfeit goods, 
from electronics and fashion items to 
perfumes and accessories.47

• Counterfeiting made up 75 percent of 
the total IP infringement reports and 
complaints received by the IP Rights 
Enforcement Office (IEO) in 2022. The 
most counterfeited sector was apparel 
(shoes, clothes, bags, and eyewear) 
accounting for 62 percent of the total, 
followed by perfume and beauty products 
(8 percent), gadgets (8 percent), food 
(5 percent), home items (5 percent), 
automotive materials  
(3 percent), cigarettes (3 percent), and 
pharmaceuticals/medical products  
(2 percent).48  

In May 2023, the House of Representatives approved a bill aimed at strengthening the powers 
and functions of IPOPHL and amending the Intellectual Property Code to address the challenges 
posed by piracy and counterfeiting in the modern technological landscape. If the bill becomes 
law, it will grant IPOPHL several new authorities and capabilities, including the authority to visit 
establishments and businesses suspected of violating RA 8293 and empowering the agency, after 
due notice and hearing, to disable access to an online location or website and prevent further 
access to an online location whose primary purpose or primary effect is to infringe the copyright 
or facilitate copyright infringement.44 

IPOPHL also carries out awareness campaigns aimed at educating the public about the risks 
associated with counterfeit goods. Additionally, IPOPHL supports specialized training to 
judges serving in the Special Commercial Courts and arranges educational workshops for law 
enforcement officials and prosecutors.

Furthermore, IPOPHL collaborates with international organizations, such as the World 
Intellectual Property Organization (WIPO) and ASEAN to share best practices and gain access to 
resources that can aid in the fight against counterfeit goods.
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• Online platforms have emerged as the 
primary source of IP violations in the 
Philippines. According to IEO data, 
Facebook tops the list, being responsible 
for 61 percent of all online reports 
and complaints, followed by Shopee, 
Instagram, and Lazada.49 These statistics 
highlight the pressing need for effective 
measures to curb IP violations on social 
media and e-commerce platforms.

• Software piracy continues to be a major 
concern, accounting for 33 percent of all 
digital piracy complaints registered by 
the IEO. Pirated movies, artworks and 
paintings and ebooks are also illegally 
downloaded at significant levels.50 

• The revenue leakage associated with 
online video piracy is estimated to be 
around USD 781 million in 2022, as well 
as threatening 12,000 jobs.51 

Box 3: The Greenhills Shopping Center

San Juan’s Greenhills Shopping Center (GSC) in Metro Manila is notorious for counterfeit 
activities. With over 2,000 indoor and outdoor storefronts, GSC has become a hotbed for 
counterfeit goods, including electronics, perfumes, watches, shoes, accessories, and fashion 
items.52 The pervasiveness of these illicit products has earned GSC a spot on both the United 
States Trade Representative (USTR) and EU Commissions’ lists of the world’s most notorious 
physical markets for counterfeiting and piracy.53 The extent of the counterfeit trade in GSC is so 
well-known that there are even YouTube tutorials on how to purchase fake goods at the shopping 
center.54   

While law enforcement authorities have taken action, including through several high-profile raids, 
IP right holders report that illicit shop owners often evade such efforts by moving the location 
of their stalls ahead of investigations. Enforcement efforts are further complicated by the local 
practice of not issuing receipts nor prominently displaying their business name, making it further 
difficult for IP owners and police to enforce against such stalls.55

Despite these challenges, there have been some recent positive developments. There is an ongoing 
dialogue among IP owners, the IPOPHL and GSC to identify more effective ways to safeguard 
and enforce IP rights. For example, the Philippine Retailers Association, of which Greenhills is 
a member, has committed to a “zero-tolerance approach” to counterfeit products. Enforcement 
agencies in coordination with GSC management continue to target counterfeit retailers, evidenced 
by the seizure of P63 million (US$ 1.1 million) worth of alleged counterfeit goods in a single day.56 

In response to its inclusion in the USTR 2022 Notorious Markets list, IPOPHL has proposed a 
work plan to address counterfeit activities in GSC. This includes implementing stricter monitoring 
of shops and imposing heftier penalties on sellers of counterfeit products.57 
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Substandard and falsified medicines
The Philippines faces an ongoing threat from 
the inflow and circulation of substandard 
and falsified pharmaceuticals. This situation 
is exacerbated by its close proximity to some 
of the world’s largest source countries (e.g., 
China, Pakistan, and India) of counterfeit, 
illegally diverted or otherwise falsified 
pharmaceuticals. Fake drugs found in 
the Filipino market range from nutrition 
supplements, cardiovascular and metabolism 
drugs, counterfeit over-the-counter drugs 
like paracetamol and cold remedies, to 
antibiotics, anti-tuberculosis medicines and 
anti-rabies vaccines.58 These counterfeit and 
substandard medicines present significant 
health risks Filipino consumers

and undermine the government’s efforts to 
ensure access to safe and effective medicines.

 According to a study by the OECD and 
EUIPO, the Philippines has been listed along 
with China, India, Vietnam, Indonesia, 
and Pakistan as a leading source country 
of falsified medicines.59 While these 
findings correlate with those from the UN 
Office on Drugs and Crime (UNODC) 
that identified the Philippines, Indonesia, 
Thailand and Vietnam as the countries 
in the region most frequently linked to 
incidents of counterfeiting or diversion of 
medicines during 2013–2017,60 IPOPHL 
contends that illegal products are imported 
into the country from foreign sources, via 
transshipment schemes.61 

Number of incidents

0 200

Thailand

Singapore

Indonesia

Malaysia
Brunei

Philippines

Cambodia

Vietnam
Lao PDR

Myanmar

FREQUENCY OF
PHARMACEUTICAL CRIMES

DETECTED IN ASEAN

Source:	Transnational	Organized	Crime	in	Southeast	Asia:	Evolution,	Growth	and	Impact,	UNODC	(2019)



18 TRACIT.ORG

While this issue remains a point of 
contention, IPOPHL has stepped up its 
commitment protecting the pharmaceutical 
supply chain, working with regulatory 
and enforcement agencies to increase 
investigations and seizures of counterfeit 
medicines and pharmaceutical products 
being sold in the market.

• In May 2023, the Philippine FDA issued 
advisories warning consumers and 
pharmacies about the presence of fake 
versions of popular over-the-counter 
drugs in the market, including Alaxan, 
Neozep Forte, Bioflu, Tuseran Forte, 
Ponstan, Diatabs, Kremil-S, Medicol 
Advance, and Lomotil.62 

• In November 2021, IPOPHL and the 
Pharmaceutical Security Institute (PSI) 
signed a Memorandum of Understanding 
(MOU) to tackle the growing problem 
of counterfeit medicines and 
pharmaceutical products in the 
market. The MOU outlines a 
framework for capacity building, 
raising awareness, and sharing 
relevant information to prevent the 
sale, distribution, and consumption 
of counterfeit medicines and 
pharmaceutical products.63  

• In January 2022, the Bureau of 
Customs’ Intelligence Group (IG-
BOC) seized P30 million (USD 
540,000) worth of counterfeit over-
the-counter medicines, including 
remedies for coughs, flu, and the 
common cold, as well as paracetamol 
found in cartons labeled with Chinese 
characters. This followed another major 
seizure two months prior, where a 
warehouse in Pasig City was raided and 
fake medicines such as Alaxan, Tuseran 
Forte, Propan, and Diatabs were seized, 
with an estimated value of P50 million 
(USD 900,000).64  

• In March 2022, authorities conducted a 
successful raid in Ozamiz City, resulting 
in the seizure of counterfeit medicines 

worth approximately P3.5 million (USD 
63,000). According to police reports, the 
confiscated items included two large 
boxes containing more than 100,000 
tablets to treat a range of ailments, 
including high blood pressure, cystic 
fibrosis, inflammation, diarrhea, muscle 
spasms, as well as antibiotics.65 

Illicit alcohol
Illicit alcohol is a significant problem in 
the Philippines, particularly in rural areas 
where regulation and enforcement of alcohol 
laws are less strict. According to 2021 WHO 
data, unrecorded alcohol represented 
nearly one third of total consumption in 
the Philippines.66  More recently, bans and 
restrictions on the sale / supply of alcohol 
during the COVID-19 pandemic created 
additional markets for illicit supplies and 

strengthened the production and supply 
capabilities of illicit traders. 

The public health costs and personal 
tragedies resulting from illicit alcohol 
consumption are staggering. In general, the 
biggest health concern is consumer exposure 
to health risks associated with toxic illicit 
alternatives. Beyond the fact that these illicit 
substitutes do not comply with sanitary, 
quality and safety regulations, the most 

Source:	WHO,	The	Global	Health	Observatory	(2021)
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hazardous are contaminated with toxic, 
lethal chemicals. Moreover, illicit alcohol is 
consumed by the most vulnerable segments  
of the populations, such as people of low 
socioeconomic status, inhabitants of rural 
areas, and people with alcohol dependence.67

In addition to the health risks, illicit alcohol 
trade: i) deprives governments of tax 
revenues that would otherwise have been 
paid had the goods been sold in approved 
channels; ii) reduces sales by legitimate, 
tax-paying businesses and tarnishes their 
reputation when inferior, illicit products 
are sold under their brand; and iii) diverts 
resources to organized crime, which uses 
proceeds to sustain other illegal activities, 
undermining the rule of law.

• The Philippine government has taken 
steps to address the problem of illicit 
alcohol, including the introduction of the 
Sin Tax Law (STL) in 2012, which raised 
taxes on alcohol and tobacco products to 
fund health programs.68  

• In December 2019, reports of a methanol 
contamination in locally produced palm 
liquor, commonly known as lambanog, 
resulted in the loss of at least 23 lives, 
with around 300 others hospitalized in 
the provinces of Laguna and Quezon.69   
Separate incidents of lambanog-related 
methanol poisoning were also recorded 
in 2018, leading to the deaths of 21 
individuals.70  

As part of the alcohol sectors commitment to 
stopping illicit trade, in May 2023, members 
of the Alcoholic Beverages Alliance of the 
Philippines (ABAPI) reiterated their pledge 
to promote a responsible environment in 
selling alcoholic beverages online. Part 
of this commitment involved signing the 
E-commerce Pledge with online shopping 
platform Lazada. Intellectual Property 
Office of the Philippines (IPOPHL) Director 
General Rowel Barba was present during the 
event and endorsed the value of enhanced 
cooperation between the public and private 
sectors to eliminate trade of illicit alcohol in 
the country.71 

Illicit tobacco
Illicit trade in tobacco in the Philippines 
is a significant problem, with the latest 
estimates indicating that illicit cigarettes 
make up as much as 16 percent of the 
market.72/73According to Senator Sherwin 
Gatchalian, citing Euromonitor data, the 
illicit trade in tobacco is expected to climb 
even further, potentially reaching as high as 
21 percent by the year 2025. Additionally, it 
is projected that the estimated excise revenue 
loss resulting from illicit cigarettes could 
surge to P127 billion by 2025.74

For the most part, these illicit products 
are smuggled without payment of import 
duties, or they are manufactured locally but 
sold without tax stamps signifying correct 
excise payments. An emerging concern is 
clandestine manufacturing of illicit cigarettes 
in free trade zones and use of fraudulent 
transshipment schemes to facilitate illegal 
importation of unregistered and non-tax 
paid cigarettes. Illicit tobacco trade also 
destabilizes the waning local tobacco 
farming sector. 

Collectively, these illicit activities result 
in substantial financial losses for the 
government. The Philippines Bureau of 
Internal Revenue (BIR) reported losses of 
around PHP 500 billion annually, of which 
they report PHP 100 billion (USD 1.8 billion) 
is the result of tax evasion on cigarettes.75 BIR 
also reports the involvement of organized 
crime syndicates.76 

In contradiction of WHO guidelines and the 
provisions of BIR Memorandum Circular No. 
49-2023,77 which sets a minimum price (i.e., 
P114.60 per pack), local retailers continue to 
openly display and sell smuggled cigarettes 
at much lower retail prices (ranging from P45 
to P60 per pack).78 In most cases, the illicit 
packages do not even carry the (graphic) 
health warnings, as mandated by Republic 
Act No. 10643.
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Untaxed, unregulated illicit tobacco products 
present “extra-negative” risks to consumers:

• Extended health risks due to the inclusion 
of spurious or toxic ingredients.82 

• Low-priced illicit tobacco products 
undermine tobacco controls to reduce the 
uptake of tobacco by youth and adults 
from low-income groups.83 

• Lost sales tax revenues drain funding for 
anti-smoking campaigns and healthcare.84  
This is particularly relevant in the 
Philippines, where around 85 percent of 
incremental tax revenues collected from 
excise tobacco (and alcohol) taxes under 
Republic Act No. 1035185 are earmarked 
for the health sector.86  

The Philippines has taken notable steps 
to address illicit tobacco trade. In 2017, 
following a joint campaign by the Bureau 
of Internal Revenue (BIR) and Customs 
(BOC), the government pressed criminal 
charges against the Mighty Corporation – at 
the time it was the second largest cigarette 
manufacturer in the Philippines – for 
illegally manufacturing and distributing 
large amounts of cigarettes, including some 
with counterfeit BIR tax stamps. As a result 
of the investigations the company was forced 
to close its operations and sell its business 
to pay for the historic P30.4 billion (USD 548 
million) settlement.87 

More recent efforts include a legislative 
proposal to amend Republic Act No. 10845, 
otherwise known as the Anti-Agricultural	
Smuggling	Act	of	2016, to include large-scale 
agricultural smuggling of tobacco and other 
tobacco products as a crime of economic 
sabotage.88 The measure would increase the 
maximum jail term for smugglers from 12 to 
40 years,89 as well as include a fine calculated 
as twice the fair value and the aggregate 
amount of the taxes, duties and other unpaid 
charges of smuggled items. 

Citing illicit tobacco trade as a major 
obstacle for BIR to meet its excise product 
collection targets, commissioner Romeo 
Lumagui has recently committed to reduce 
the current 20 percent excise tax deficit by 
half through more aggressive enforcement 
activities.90  Commissioner Lumagui also led 
two nationwide crackdowns against non-
compliant businesses, which demonstrated 
the strong commitment and continuing 
efforts of the government to combat illicit 
trade.91  

Despite these positive steps, more sustained 
law enforcement actions are required to 
address illicit tobacco and nicotine trade in 
the Philippines.

• Cigarettes are exported from Indonesia 
to several countries in the region, 
predominantly the Philippines through 

Box 4: Free Trade Zones & Transshipment

In 2021, the Philippines Department of Finance called for stricter regulations and enhanced law 
enforcement to combat illicit cigarette manufacturers operating within Free Trade Zones (FTZs).

Specifically, (former) Finance Secretary Carlos Dominguez III expressed concerns over illicit 
activities (i.e., illicit cigarette manufacturing) occurring within the Philippines Economic Zone 
Authority (PEZA). He emphasized the incongruency in the actions of Zone operators that could 
simultaneously facilitate illicit trade while enjoying tax benefits.79

The rampant smuggling of essential commodities and agricultural products, such as cigarettes, 
has raised concerns about transshipment permits that are used to evade the necessary bonds 
from the BOC or the BIR to channel products into the domestic market.80/81 This exploitation of 
regulatory loopholes calls for an urgent correction.  Additionally, Philippines must work with its 
trading partners to harmonize import and export and policies to better prevent the entry of illicit 
goods into its domestic market.
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ports such as Nunukan and Tarakan. 
The brands declared for export to the 
Philippines are often not registered with 
the Philippines’s Bureau of Internal 
Revenue, a mandatory requirement 
for cigarettes to be sold legally in the 
country.92

• Illicit cigarettes are also frequently 
shipped from Cambodia, Vietnam, and 
China, and enter the Philippines through 
Sulu and Tawi-Tawi.93 

• Illicit tobacco trade increased during 
the COVID-19 pandemic. According to 
the Bureau of Internal Revenue (BIR) 
and Bureau of Customs (BOC) revenue 
loss from illegal tobacco trade increased 
significantly from P406 million (USD 7.3 
million) in 2019 to P3.1 billion (USD 59.3 
million) by the end of 2020.94/95  

• The Philippines has also seen a surge 
in illicit vaping products.96 Proper 
implementation of the Vaporized	Nicotine	
and	Non-Nicotine	Products	Regulation	
Act, which became law in July 2022, is 
critical for mitigating the influx of illicit 
e-cigarettes and heated-tobacco products. 
The Act regulates the importation, 
manufacture, sale, packaging, 
distribution, use and communication 
of vaping products. Moreover, under 
the law’s implementing rules and 
regulations, e-commerce platforms and 
e-marketplaces are required to allow 
only government-registered distributors, 
merchants and retailers of vape products, 
devices and novel tobacco products to sell 
on their platform. 

• In March 2023, the Department of Trade 
and Industry (DTI) through the Consumer 
Protection Group (CPG) met with 
e-commerce platform representatives to 
address the proliferation of prohibited 
vaporized nicotine and non-nicotine 
products being advertised and sold 
online despite the ongoing monitoring 
and enforcement efforts. In response to 
the dialogue, Shopee reported to have 
taken down one million prohibited vape 

listings from their platform,97 with other 
consumer groups appealing to Lazada 
to follow and comply with the law for 
the protection of adult consumers from 
the dangers brought by unregistered and 
substandard products.98

• Between January – July 2023, Customs 
seized tobacco products worth almost P 
1.9 billion.99 In February 2023, Customs 
discovered P90 million (USD 1.6 million) 
worth of smuggled cigarettes comingled 
with sugar and in five container vans at 
the Manila International Container Port 
(MICP).100

• In March 2023, Customs at the Port of 
Cagayan de Oro stopped an attempt to 
smuggle two containers of cigarettes 
valued at P160 million. The month before 
authorities, seized P600,000 (USD 10,700) 
worth of undocumented cigarettes in 
Dipolog City, Zamboanga del Norte and 
another P2 million (USD 36,000) worth of 
smuggled cigarettes in Cauayan, Negros 
Occidental.101 

• In March 2023, the BOC and Customs 
Intelligence and Investigation Service 
at the Manila International Container 
Port (CIIS-MICP) raided a warehouse in 
Indanan, Sulu, and seized some 19,000 
cases of alleged smuggled cigarettes 
with an estimated market value of P1.425 
billion (USD 25.6 million). To conduct 
the inspection, the team presented a 
Letter of Authority (LOA) issued by 
Customs Commissioner Bienvenido 
Rubio. The seized smuggled cigarettes 
were promptly transported to the Port 
of Zamboanga using a Philippine Navy 
vessel and subsequently destroyed, 
ensuring their removal from circulation.102

Illicit trade in petroleum products
Fuel smuggling, colloquially known as 
“paihi”, has been a long-standing problem in 
the Philippines and refers to the illegal trade
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of petroleum products, such as gasoline, 
diesel, and liquefied petroleum gas (LPG). 
Along with associated money laundering 
and illicit financial flows, this illegal activity 
severely undermines tax collections and the 
effectiveness of the tax system.103 According 
to a study by the Asian Development Bank 
(ADB), smuggling and misdeclaration of 
petroleum products costs the country as 
much as P37.5 billion (USD 675 million) 
annually in lost tax revenue from excise and 
value-added taxes.104 This poses a significant 
challenge for the government in terms of 
revenue generation and the ability to provide 
necessary public services. 

To address the significant revenue losses 
caused by fuel smuggling in the Philippines, 
the Government launched a fuel marking 
program in 2019 under the Tax Reform for 
Acceleration and Inclusion (TRAIN). This 
system involves adding a chemical marker 
to all refined, manufactured, or imported 
petroleum products that are subject to 
duties and taxes. The absence of the dye 
indicates that the fuel may be smuggled, 
allowing authorities to more easily identify 
and prosecute smugglers. The government 
continues to incur roughly P44 billion 
(USD 800 million) in annual revenue loss 
from unabated smuggling activities in 
the deregulated downstream oil industry, 
according to the Philippine Institute of 
Petroleum.105 

Agricultural smuggling
Agricultural smuggling is a significant 
and growing issue in the Philippines, with 
serious implications for Filipino farmers and 
the wider economy. The unfair competition 
created by the sale of smuggled goods such 
as rice, vegetables, poultry, and livestock at 
much lower prices than locally produced 
goods lead to a distortion in prices, causing 
harm to farmers who struggle to compete in 
the market. Additionally, smuggled crops 
and livestock can introduce diseases that 
threaten the health and security of the food 
supply chain because they are not subject to 
sanitary inspections or are not imported in 

compliance with local regulatory standards.

The practice of agriculture smuggling 
is driven by several factors, including 
corruption, weak law enforcement, and 
consumer demand for cheaper imported 
products. Elevated levels of inflation have 
exacerbated the situation by increasing the 
demand for cheaper smuggled goods.106  
Recently, Customs seized almost P1 million 
worth white onions107 and P35m worth of 
spoilt meat products108 in July 2023. Earlier 
the same year, the Customs seized onions 
worth P18.6 million.109  

To combat this problem, various anti-
smuggling agencies have been established, 
including the Bureau of Customs Anti-
Smuggling Task Force,110 the Compliance 
and Regulatory Enforcement for Security 
and Trade Office (CREST-O) under the 
Department of Agriculture111 and the 
Anti-Smuggling Committee (ASC) of the 
Federation of Philippine Industries (FPI).112 
However, large-scale agricultural smuggling 
– defined as the illegal importation of at 
least P10 million (US$ 180,000) worth of rice 
or at least P1 million (US$ 18,000)  worth 
of other agricultural products – remains a 
major challenge for the country’s agricultural 
sector.113 

Consequently, there is a renewed push to 
enact the Anti-Agricultural Smuggling Act, 
supported by both Houses of Congress. 
The measure is among the 20 bills slated 
for approval by Congress in 2023, which 
were identified during the 2nd Legislative-
Executive Development Advisory Council 
(LEDAC). It would institutionalize and 
improve mechanisms, as well as provide 
more stringent penalties that would serve 
as a strong deterrent against smuggling 
of agricultural products. Aside from 
agricultural smuggling, the bill will address 
hoarding, profiteering, cartel, and other 
market abuses as punishable acts. It also 
covers farm commodities being smuggled 
into the country such as sugar, corn, pork, 
poultry, garlic, onion, carrots, fish, and 
cruciferous vegetables as well as tobacco.114
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Illegal, unreported and unregulated 
(IUU) fishing 
Illegal, unreported and unregulated (IUU) 
fishing poses a dual threat to the Philippines 
as it undermines efforts to manage fisheries 
sustainably while also endangering food 
security and jobs in coastal communities. 

The archipelagic nature of the Philippines 
along with its extensive coastline make 
it particularly vulnerable to IUU fishing. 
And its limited resources and capacity to 
patrol its waters effectively contribute to the 
problem, providing ample opportunities for 
illegal fishing vessels to evade detection and 
prosecution.

Although efforts have been taken by the 
Philippine government, such as the National	
Plan	of	Action	Against	IUU	Fishing (in 2015), 
illegal fishing remains a significant challenge 
in the country, leading to significant 
economic and environmental consequences. 
According to the Philippine IUU Fishing 
Assessment Report 2022, illegal fishing 
amounted to 27 to 40 percent of fish caught 
in 2019 in the Philippines, which translates 
to approximately P62 billion (US$ 1.1 billion) 
annually.115 Moreover, at least 30,000 or 
30 percent of municipal vessels remain 
unregistered, and commercial fishers do not 
report up to 422,000 metric tons of fish each 
year.

A 2023 study on governance in the 
Philippine fisheries revealed that the country 
is falling short of meeting most of the ten 
principles outlined in the Environmental 
Justice Foundation’s (EJF) Charter for 
Transparency. These principles aim to ensure 
that seafood supply chains have traceability 
and other measures in place to prevent IUU 
fishing, as well as human rights abuses.116  

Human trafficking and forced labor

IUU fishing in the Philippines is also linked 
with trafficking in persons for the purpose 
of forced labor.117 Unfortunately, there 
are numerous reports of forced labor and 
hazardous child labor in the context of 
IUU fishing, underscoring the high risk of 
such labor practices in this sector.118/119/120  
Widespread problems with IUU fishing, 
along with the intrusion of foreign industrial 
vessels into municipal waters designated for 
small fishers, exacerbates the risk of forced 
labor as dwindling catches and profits in 
coastal waters compel vessels to venture 
further out to sea for longer durations, 
placing small-scale fishers at a greater risk 
of exploitation.121/122 Additionally, the use 
of transshipment can exacerbate this issue, 
with reports documenting instances of some 
fishers working up to 20 hours a day, 7 days 
a week, and remaining isolated at sea for 
months with minimal sustenance.123 

The identification of forced labor on 
fishing vessels will need to be prioritized, 
and the number of labor inspectors from 
the Philippines Department of Labor and 
Employment will need to increase if the 
Philippines intend to conduct sufficient 
inspections of fishing vessels necessary to 
stop forced labor.124/125

Illegal mining
The Philippines ranks as the world’s fifth 
most mineral-rich nation, with mineral 
resource assets valued at more than USD 1 
trillion. It holds the third largest reserves of 
gold, fourth largest of copper, fifth largest of 
nickel, and sixth largest of chromite.126 

IV. ENVIRONMENTAL CRIMES
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However, the country is plagued by illegal 
mining activities estimated at USD 700 
million a year.127 Illicit mining has been a 
significant problem for decades, robbing 
the government of significant tax revenue, 
while costing the legitimate mining industry 
millions in production loss and security 
expenditures. This illicit activity is supported 
by widespread corruption, which provides 
a way for illegal mining operators to go 
undetected, bypass regulations and evade 
law enforcement.128 

Small-scale mining, also known as artisanal 
mining, is one of the most prevalent forms of 
illegal mining in the Philippines and is often 
carried out by individuals or small groups 
of miners using crude and unsafe methods 
to extract gold, copper, and other minerals. 
These activities are typically conducted in 
remote areas and have been associated with 
child labor, poor working conditions, and 
high rates of accidents and fatalities. The 
government estimated in 2017 that 60-70 
percent of small-scale miners in the country 
operate illegally, many of them digging for 
gold, silver and chromite.129  

The Philippine government has implemented 
several measures to address illegal mining 
and the use of child labor, including 
increased enforcement of environmental 
regulations and the closure of illegal mining 
operations. Despite such efforts, an estimated 
2.1 million children work in activities such 
as gold mining. Out of tens of thousands of 
mining sites, only 12 are recognized as legal. 
When a mine is not legal or unregistered, 
workers are not afforded the same protection 
as in legitimate enterprises in terms of labor 
laws and health regulations.130 However, the 
problem persists due to a lack of resources 
and enforcement capacity, corruption, and 
the high demand for minerals in the global 
market.131 

Illicit timber trade
Illegal logging has taken a heavy toll on the 
Philippines’ ancient forests, with forest cover 
plummeting from 21 million hectares, or 

70% of the its land area, in 1900 to about 22% 
(6.5 million hectares) in 2007 according to 
the National Forest Management Bureau.132  
Although the government prohibited timber 
harvesting over 20 years ago, widespread 
illegal logging continues and contributes to 
47,000 hectares of rainforest lost each year, 
an area roughly equivalent to 90,000 football 
fields.133 

The economic effects of illegal logging are 
significant, including foregone taxes for the 
government and a decrease in timber prices 
for the legal forest industry due to the cheap 
supply of illegal timber in the domestic 
market.134 Additionally, illegal logging 
often occurs in environmentally protected 
areas, leading to biodiversity losses and 
decreased water quality, which can harm the 
livelihoods of communities dependent on 
these resources.

Illegal logging is a major contributor to 
deforestation in the Philippines, and it 
also has a destructive impact on the forest 
ecosystem. By illegally removing trees from 
the forest, loggers disrupt the protective 
function of the forests, which can lead to 
landslides and flooding. The disastrous 
landslide in 2004 that resulted in the deaths 
of 1,800 people in Quezon Province is an 
alarming example of how illegal logging 
contributes to environmental degradation 
and can exacerbate the effects of natural 
disasters.135  

The introduction of laws and enforcement 
measures against illegal logging and the 
creation of enforcement taskforces have 
been helpful. For example, intensified anti-
illegal logging efforts conducted by the 
Department of Environment and Natural 
Resources (DENR) have led to confiscations 
of illegal logs and lumber products.136/137 

Nonetheless, corruption, weak governance 
and insufficient funding severely limit the 
ability to stamp out illicit logging.138
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Wildlife trafficking
The Philippines is home to a rich diversity of 
flora and fauna, including many endangered 
species. Unfortunately, this also makes it 
a target for wildlife traffickers who seek to 
profit from the illegal capture, transport, and 
trade of rare plants and animals, as well as 
their body parts and products. 

The Philippines is a consumer, source, and 
transit point for illegal wildlife trade.139 Many 
of the animals trafficked in the Philippines 
are endangered or threatened species, 
including the Southeast Asian box turtle, 
the Philippine slow loris, the Philippine 
cockatoo, the Palawan Forest Turtle, and 
various species of sharks and rays. The list 
of other wildlife commonly trafficked in 
the Philippines goes on to include birds, 
reptiles, and mammals like monkeys and 
pangolins.140 

The value of illegal wildlife trade in the 
Philippines is estimated at P50 billion (USD 
900 million) a year, which includes the 
market value of wildlife and its resources, 
their ecological role and value, damage to 
habitats incurred during poaching, and loss 
in potential ecotourism revenues.141

The reasons behind wildlife trafficking in 
the Philippines are varied. Some animals 
are trafficked as exotic pets, while others are 
sought after for their meat, skins, or bones. 
Shark fins and manta ray gills, for example, 
are highly valued for their supposed 
medicinal properties.

In addition to posing a significant threat to 
the Philippines' biodiversity and ecological 
balance, wildlife trafficking also has a 
negative impact on local communities 
that rely on the natural resources of 
their environment for their livelihoods. 
Additionally, wildlife trafficking is linked 
to other forms of organized crime and can 
contribute to the spread of zoonotic diseases.

Notably, there has been a clear shift from 
physical marketplaces to e-commerce 
websites and social media platforms in 
recent years. Social media apps are now the 
preferred medium for the sale of critically 
endangered Philippine wildlife.142 From 
January-May 2021, Facebook cumulatively 
removed more than 1,953 Facebook groups 
linked to prohibited wildlife sales operating 
in the Philippines and Indonesia.143 

Illicit waste
The Philippines faces a significant problem 
with illicit waste, which can be characterized 
as the illegal disposal of hazardous and 
non-hazardous waste, including electronic 
waste (e-waste) and plastic waste. In the 
past two decades, there have been several 
high-profile cases of illegal waste trade in the 
country.144 The illicit disposal of waste in the 
Philippines has severe environmental and 
health consequences. The toxic chemicals 
and materials in e-waste and hazardous 
waste can contaminate soil and water 
sources, leading to long-term health risks 
for local communities. The plastic waste, 
which is often burned, also contributes to air 
pollution and global climate change.

One of the major contributors to this 
problem is the influx of imported waste 
from developed countries, which is often 
falsely declared as "recyclable materials" but 
is actually non-recyclable waste. Patterns of 
mis-declaration, falsified documents, fake 
businesses, and loose regulatory systems 
have enabled illegal waste importation to 
prosper in the country.145 Complicating 
matters, illicit waste flows can be 
concealed within controlled or authorized 
transboundary movements of goods and the 
line between legal and illegal activities in the 
trafficking of waste is often blurred, with the 
same actors, methods, and practices involved 
frequently intersecting.146  
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According to the United Nations 
Environment Programme (UNEP), Asia is 
the “world’s largest dumping ground” for 
illegally traded waste.147 This situation is 
particularly alarming given that the region 

already generates an enormous amount of 
plastic waste. A recent report revealed that 
China, Indonesia, the Philippines, Thailand, 
and Vietnam have dumped more plastic 
into the oceans than the rest of the world 
combined.148 

Despite and in contravention of international 
and national regulations, large amounts of 
illegal waste shipments reach the Philippines 
each year. The situation in the region 
worsened following China’s decision in 
2018 to ban imports of any plastic scrap 
that was not 99.5% pure, forcing many 
exporters to divert this waste to Southeast 
Asian countries where they have found new 
buyers.149 
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Illicit trade poses a major challenge 
in the Philippines, causing a range of 
detrimental effects and being associated 
with several offences such as tax evasion, 
fraud, money laundering, and corruption. 
Tackling a multifaceted problem like illicit 
trade requires approaches that build on 
opportunities for domestic coordination and 
international cooperation, and that involve 
both public and private sector actors. 

Prevent the flow of illegal goods 
across borders
The role of the Bureau of Customs (BOC) 
in combatting illicit trade in the Philippines 
cannot be overstated. As an island nation 
with a vast coastline of over 36,000 
kilometers and comprising 7,107 islands, the 
Philippines faces significant challenges in 
securing its borders. This is compounded by 
the 5.5 million TEU150 of maritime containers 
that pass through its ports each year, 
especially the Port of Manila and the Manila 
International Container Terminal. 

The BOC has made significant strides in 
combating illicit trade. In the first half of 
2023, the BOC's enforcement and intelligence 
groups conducted 661 operations, 
significantly higher as compared to 293 joint 
operations in the first half of 2022,151 leading 
to the confiscation of smuggled items worth 
P30.5 billion.152 These developments are 
encouraging, as is the BOC’s commitment 
to meeting President Marcos' four directives 
to surpass revenue collection targets, 
simplify trade facilitation, curb all forms 
of smuggling, and uplift the morale of 
BOC employees.153 This year, the BOC also 
introduced its ‘5-Point Priority Program’ to 
enhance (i) digitalizing customs processes, 
(ii) surpassing revenue collection targets, 

(iii) simplifying procedures, (iv) facilitating 
secure trade, and (v) curbing smuggling.

Strengthen the customs environment. 
Customs and other border control agencies 
have a key role in combating illicit trade, 
with officers on the front-line conducting 
inspections and detecting and seizing illicit 
goods at import and export. Robust and 
clean customs agencies that are effectively 
trained and equipped to follow risk-
management approaches and processes 
contribute strongly to combating illicit trade. 

Tighten enforcement measures on goods 
in transit and transshipment. It is critical 
that authorities intercept illicit goods 
in transit/transshipment. For example, 
it is comparatively easy for Customs to 
inspect and intercept large quantities of 
counterfeit and illegal products transiting/
transshipping through a particular port as 
compared to when it has already dispersed 
to reach multiple consumer markets. 

Focus on stopping the flow of falsified 
medicines. To address the Philippines' 
reputation and role in the global trade of 
falsified medicines, IPOPHL and other 
relevant agencies must continue to make 
concerted efforts to strengthen measures 
that prevent the transit of these products 
through the country. This requires increasing 
surveillance and working with international 
partners to disrupt the illicit supply chain of 
falsified medicines. 

Broaden scope of authority. Customs 
regulations should be amended to allow 
BOC to intercept the export of illicit goods. 
At present, only imports are covered by 
customs regulations.

V.  POLICY RECOMMENDATIONS  
  TO COMBAT ILLICIT TRADE
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Take proactive measures to protect the 
Philippines from illicit goods transiting 
through Free Trade Zones (FTZ). Also 
known as free ports, FTZs play an important 
role in the movement of illicit goods across 
the region. A lack of oversight, poor customs 
controls, particularly on goods in transit, 
and light regulation in FTZs can contribute 
to illicit trade. To deter abuse of FTZs as 
conduits for illicit trade, the OECD has 
published a set of Recommendations on 
Enhancing Transparency in Free Trade 
Zones for use by OECD member states. The 
recommendations are accompanied by a 
Code of Conduct for use by FTZ operators.154 
Philippines should consider adopting 
the government recommendations and 
promoting the Code of Conduct to the FTZs 
within its jurisdiction. Additionally, the 
BOC, BIR and FTZ administrations should 
harmonize import/ export regulations in 
accordance with the Corporate Recovery 
and Tax Incentives for Enterprises Act or the 
CREATE Act. The CREATE law recognized 
and reiterated the concurrent jurisdiction of 
the Department of Finance (DOF), the BIR, 
and BOC over companies in economic zones 
and freeport zones. Thus, the importation 
and exportation of tobacco products, 
including those in FTZ, need to strictly 
adhere to tax and regulatory requirements, 

including the registration of brands, payment 
of taxes (for domestic) or bond (for export), 
affixture of tax stamps, compliance with 
mandated Graphic Health Warnings, and 
all the other fiscal and regulatory markings 
mandated by law. These ensure that cigarette 
products are authentic, tax-paid, and can be 
lawfully sold, imported into or exported out 
of the Philippines.

 In line with this, the recently updated 
BIR RMC No. 57-2023 includes several 
newly registered tobacco manufacturers and 
importers operating under the Philippine 
Economic Zone Authority (PEZA). It is 
essential for the BIR to closely monitor these 
entities by appointing revenue officers to 
be present at the manufacturing locations. 
This on-site presence can better enable more 
effective oversight of product registration 
requirements. 

Empower customs officials with advanced 
tools and knowledge. To effectively 
combat illicit trade, it is imperative that 
customs officials receive proper training 
and equipment. Furthermore, bolstering 
the BOC's intelligence and enforcement 
capabilities, including the implementation 
of advanced risk management systems, is 
crucial to creating a sustainable and effective 
anti-illicit trade framework.

Box 5: Risk management as a tool to tackle illicit trade

Customs administrations and regulatory authorities worldwide face the challenge of quickly 
processing a growing volume of import, export, and transit transactions while maintaining 
adequate controls to detect customs fraud and other illicit trading activities. One approach 
to achieving this balance is the use of risk management systems that rely on targeted criteria 
to identify suspect imports. These systems aim to identify reliable operators and low-risk 
transactions that may benefit from greater facilitation, while targeting transactions that require 
higher levels of control.155 The UNODC and WCO Container Control Programme (CCP), which 
the Philippines has participated in since 2017, is one such program that contributes to securing 
the global supply chain and combating illicit trade. The most recent CCP Port Control Unit (PCU) 
was established in November 2022 at the Port of Davao, improving the risk management system's 
ability to target high-risk consignments and transactions.156 



29FIGHTING FAKES, CONTRABAND AND ILLICIT TRADE: SPOTLIGHT ON THE PHILIPPINES

Improve regional cooperation 
The Philippines' strategic location at the 
crossroads of major trade routes in Southeast 
Asia makes it well-positioned to play a 
leadership role in the region when it comes 
to combatting illicit trade and promoting a 
culture of compliance and good governance.

To effectively combat illicit trade, it is 
necessary to strengthen cooperation with 
neighboring countries and address issues 
related to informal cross-border trade, 
smuggling, tax policies, and subsidy 
alignments during forthcoming bilateral and 
multilateral trade negotiations. For example, 
the Regional Comprehensive Economic 
Partnership (RCEP) has the potential 
to enhance economic integration in the 
region, but it also presents new challenges 
when the removal of trade barriers creates 
opportunities for illicit trade activities. 
Therefore, proper border monitoring is 
crucial to prevent the Philippines from 
becoming a smuggler's paradise.157 

By taking a leadership role in these efforts, 
the Philippines can contribute to the 
establishment of a more sustainable and 
effective anti-illicit trade framework in the 
region. This, in turn, can promote economic 
growth, enhance regional security, and 
foster a culture of compliance and good 
governance.

Strengthen cooperation with neighboring 
countries to address informal cross-border 
trade, smuggling and alignment of tax and 
subsidy policies. Variations in tax rules and 
rates between countries can create price 
differentials for goods, providing incentives 
for smugglers to transport them across 
borders into higher priced markets. This 
illicit activity can undermine government 
revenues, distort markets, and create 
an uneven playing field for businesses 
operating within the region. Multi-lateral 
arrangements such as the Indonesia-
Malaysia-Philippines Trilateral Cooperative 
Arrangement can provide valuable 

mechanisms for strengthening cooperation 
between ASEAN countries to fight illicit 
trade. 

Specifically add illicit trade to the program 
the ASEAN CECWG. The Philippines’ 
participation in the ASEAN Customs 
Enforcement and Compliance Working 
Group (CECWG) is an effective way to 
coordinate controls, implement regional 
standards or address issues such as fraud 
and corruption. The Philippines could 
propose that the CECWG take up focused 
work on illicit trade.

Harmonize import and export policies to 
address loopholes and ambiguous policies. 
For example, the Philippines should require 
export products to be compliant with the 
regulations of destination countries; and 
that products entering the country are in 
compliance with domestic regulations.

Engage in international law enforcement 
and customs cooperation, both bilaterally 
and within available multilateral 
mechanisms such as through INTERPOL, the 
World Customs Organization (WCO) and 
WCO-UNODC Container Control Program. 
These initiatives facilitate information 
sharing, capacity building, and the adoption 
of best practices among customs officials 
across different countries and regions. 
Notably, the success of WCO's 'Project 
Crocodile' highlights the crucial role of 
robust and coordinated cooperation. This 
collaborative effort is characterized by timely 
information sharing, notifications regarding 
suspicious cigarette shipments, and diligent 
tracking and monitoring, yielding significant 
results in the fight against illicit tobacco 
trade.

Continue to demonstrate leadership in 
ASEAN to strengthen its international 
cooperation and implementation of its 
portfolio of tools to combat illicit trade across 
borders. 
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Box 6: ASEAN

The Philippines is a committed member of the Association of Southeast Asian Nations (ASEAN) 
and recognizes the urgent need to combat illicit trade in the region. The country participates 
in various ASEAN-led initiatives and programs aimed at strengthening regional cooperation 
and coordination to address illicit trade. For example, the Philippines is party to the ASEAN 
Agreement on Customs, which seeks to enhance customs cooperation and enforcement in the 
region. The country also participates in the ASEAN Single Window initiative, which aims to 
streamline customs procedures and reduce trade barriers to facilitate legitimate trade while 
deterring illicit trade activities. Additionally, the Philippines has enacted domestic laws and 
regulations that align with ASEAN’s objectives to combat illicit trade.

These efforts are critical in defending the region from destructive forces that interfere with 
the aspirations for peace, security, and stability. For instance, the ASEAN Regional Forum has 
established a Work Plan for Counter Terrorism and Transnational Crime and a Work Plan for 
Maritime Security. Additionally, initiatives like the ASEAN Rapid Alert System for Food and 
Feed (ARASFF), ASEAN Wildlife Enforcement Network (ASEAN-WEN), ASEAN Network for 
Combating IUU Fishing (AN-IUU), and the ASEAN Working Group on Illicit Trafficking in 
Wildlife and Timber are also underway.

Under IPOPHL’s guidance, the Philippines has taken a leading role in promoting intellectual 
property rights in the ASEAN region. IPOPHL serves as chair of the ASEAN Working Group on 
Intellectual Property Committee (AWGIPC), which aims to strengthen collaborations between the 
ASEAN IP offices on pressing IP issues and harness the IP system for a resilient post-pandemic 
recovery. Moreover, the Director General of IPOPHL, Mr. Barba, serves as Chair of the ASEAN 
Network of IP Enforcement Experts (ANIEE) and the Philippines leads the way in 13 out of 19 
initiatives under the ASEAN IP Rights Action Plan 2016-2025.

By sharing knowledge and best practices, working together with other ASEAN member countries 
to develop policies, and enhancing border management capabilities, the Philippines can ensure 
that the region is better equipped to prevent and address the negative impacts of illicit trade.

Invest in enforcement
Enforcement bodies often face limited 
resources, persistent capacity constraints, 
and skills shortages, making it difficult for 
them to monitor and detect increasingly 
complex illicit trade activities effectively. 
Increasing funding for enforcement bodies is 
critical to improving their capacity to combat 
illicit trade. 

With adequate funding, enforcement bodies 
can expand their operations, hire additional 
personnel, and invest in technology and 
equipment to enhance their effectiveness. 
Education and training programs should 
focus on developing specialized skills, such 
as data analytics, intelligence gathering, and 

risk management, to improve enforcement 
bodies' capabilities. In addition, promoting 
capacity building and joint training 
opportunities and exercises can ensure 
that regulators and enforcement bodies 
understand the constraints and expectations 
of other agencies. 

In recent years, the Philippines has been 
making great progress in promoting 
and protecting IPRs. For example, MoUs 
with law enforcement, brand owners 
and platforms to cooperate in tackling 
counterfeiting online have yielded good 
results. While key IPR legislation is in place, 
the enforcement of these provisions needs to 
be strengthened and streamlined to ensure 
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efficiency. One significant challenge is the 
prolonged duration of criminal proceedings, 
with some cases extending beyond a decade. 
This protracted timeline places a significant 
financial burden on complainants, who 
must bear high costs of litigation and pay 
ongoing storage fees. Consequently, brand 
owners may choose to forego pursuing 
criminal charges, even in the presence of 
compelling evidence of infringement, due to 
the excessive financial costs.

Storage costs have also emerged as a 
significant obstacle faced by BIR in the 
fight against illicit trade, with Deputy 
Commissioner Maridur V. Rosario calling 
on congress to allocate an additional budget 
specifically for the storage of illicit goods and 
confiscated machinery obtained during the 
agency's anti-illicit trade operations.158 

Strengthening interagency and 
interdepartmental cooperation is essential 
in the fight against illicit trade. The 
Philippines has emerged as a regional 
leader in promoting domestic cooperation, 
particularly in IP coordination because of 
the successful enforcement work done by 
the IPOPHL and the NCIPR. The creation 
of the Philippine Operation Group on Ivory 
and Illegal Wildlife Trade (POGI) and 
regular meetings between representatives 
of Philippine Customs and the Department 
of Environment and Natural Resources to 
address illegal waste importations are other 
good examples of successful interagency 
cooperation. Similarly, the recent MOU 
signed between IPOPHL and the Manila 
International Airport Authority (MIAA) 
train airport personnel to spot counterfeit 
and pirated goods represent159 an example 
of how collaborations can improve detection 
and enforcement efforts.

Such cooperation should be promoted 
across all agencies responsible for combating 
illicit trade by raising awareness, allocating 
necessary resources, and enforcing anti-illicit 

trade regulations, especially in the areas of 
untaxed and unregulated imports. 

Invest in enforcement bodies to improve 
their capacity and capabilities. Ensure 
that law enforcement officials are regularly 
trained on illicit trade-related laws and 
regulations, evidence collection and 
preservation and assembling case files. 
Increasing funding and specialized training 
programs are critical to enhancing the 
capacity of enforcement bodies to combat 
complex illicit trade activities, which 
face persistent capacity constraints, skills 
shortages, and limited resources. The 
government could consider earmarking a 
portion of excise collections from excisable 
goods as a possible source of funding to 
bolster law enforcement agencies.

Expedite the adjudication process. Efforts 
should be made to reduce the duration of 
criminal proceedings. The 2020 Revised 
Rules of Procedure for Intellectual Property 
Rights Cases is a step in the right direction. 
Additional efforts must be made to ensure 
that the Special Commercial Courts handling 
IP rights cases have sufficient capacity 
and resources, and that judges and court 
personnel have adequate training.

Minimize or subsidize the costs of storing 
or destroying counterfeits to minimize the 
burdens on legitimate business for paying 
the high storage and destruction fees of 
infringing products that are not theirs. 

Promote interagency and interdepartmental 
cooperation at the national level. Increased 
coordination across agencies responsible 
for trade, health, economy, security, finance 
licensing/ inspecting commercial activities 
and law enforcement (notably customs 
and police) is critical for addressing the 
multifaceted problem of illicit trade.
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Improve criminal deterrence
By improving criminal deterrence, the 
Philippines can send a stronger message to 
illicit traders that their activities will not be 
tolerated. This can serve as a deterrent to 
potential offenders and reduce the demand 
for illicit goods. The increase in enforcement 
efforts can also disrupt the supply chain 
of illicit trade and reduce its profitability, 
making it less attractive for criminal 
organizations. Furthermore, the effective 
enforcement of anti-illicit trade laws can 
increase public trust in the government and 
enhance the country's reputation as a reliable 
trading partner.

Examples include recent efforts to amend 
Republic Act (RA) No. 10845, otherwise 
known as the Anti-Agricultural Smuggling 
Act of 2016, to include large-scale 
agricultural smuggling of tobacco and other 
tobacco products as a crime of economic 
sabotage.162  

Similar proposals seek to strengthen 
Republic Act (RA) 9147 otherwise known 
as the Wildlife Resources Conservation 
and Protection Act, allowing for more 
comprehensive management and 
conservation of the country's wildlife 
resources.163 These proposals include 
amendments to make wildlife crime a 

Box 7: The National Committee on Intellectual Property Rights (NCIPR)

National Committee on Intellectual Property Rights (NCIPR) serves as an excellent example of 
successful intergovernmental coordination efforts to combat counterfeiting and piracy. Created 
in 2008 through Executive Order No. 736, the NCIPR is a coordinating interagency body that 
formulates and implements plans and policies to enhance the protection and enforcement of 
intellectual property rights (IPR) in the Philippines.

Comprising 15 members with the Department of Trade and Industry as chairman and the 
IPOPHL as vice-chairman and secretariat, the NCIPR has various functions, duties, and 
responsibilities aimed at improving the protection and enforcement of intellectual property 
rights (IPR) in the Philippines.160 The NCIPR's mandate includes intensifying public information 
and education campaigns to promote the importance of IPR to national development and global 
competitiveness. It also aims to enhance the enforcement against IPR violations and provide 
adequate resources to ensure the prosecution of pirates and counterfeiters. The committee 
works to improve the adjudication of IP cases by maintaining appropriate coordination with the 
judiciary.

Moreover, the NCIPR is responsible for proposing policy and legislative measures related to 
IP laws that are in compliance with the Philippines’ international obligations under treaties 
and agreements. The committee maintains a database and enforcement monitoring system and 
submits quarterly reports to the President, Executive Secretary, and Cabinet Secretary.

Through the collaborative efforts of its member agencies, the Philippines remained off the United 
States Trade Representative (USTR) Special 301 Watchlist for eight consecutive years since 2014. 
The Philippines also remained off the latest European Union (EU) IPR Watchlist released on April 
27, 2021, marking five years since the last mention of the country in 2019.161

The effectiveness of the NCIPR is evidenced by a significant increase in seizures. Over a  
10-year period from 2008 to 2018, the value of seized counterfeit goods grew by an average of  
55% annually. In 2021, the NCIPR made a historic achievement by seizing almost P25 billion  
(US$ 450,000) worth of counterfeit goods, the biggest haul ever in its fourteen-year history. 
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transnational offense, increase fines and 
penalties for wildlife violations (up to 20 
years for wildlife trafficking), and expand 
the roles and responsibilities of national 
government agencies and local government 
units in enforcing the wildlife law.164

While the Philippines has made significant 
strides in combating money laundering, 
it is important to address the remaining 
challenges to ensure the country's financial 
system is not exploited for illicit purposes. 
Its continued presence on the FATF grey list 
underscores the need for intensified efforts 
to enhance the country's AML/CFT regime, 
including improved enforcement actions and 
reporting systems. 

Strengthen and enforce criminal penalties. 
Intensifying criminal penalties should be a 
priority to act as a deterrent measure and 
to discourage illicit traders from exploiting 
markets with the weakest penalty regimes. 
Sanctions imposed against criminals must 
be proportionate to the nature of the crime 
and the inherent risk of the illicit product 
to human health and environmental safety 
(e.g., cases involving illicit pharmaceuticals, 
pesticides, or alcohol). In addition to court-
imposed penalties and fines, consideration 
should be given to rescinding business 
licenses from retailers, manufacturers and 
distributors involved in illicit trade. For 
example, if a licensed pesticide dealer is 
caught trading in illicit pesticides, their 
license should be promptly revoked.

Expedite the resolution of criminal cases 
related to IPR infringement. It is crucial to 
prioritize the swift resolution of criminal 
cases pertaining to large-scale counterfeiting 
operations. Delays in the resolution of 
such cases result in perpetrators going 
unpunished for several years, undermining 
the effectiveness of IPR enforcement. 
Efforts should be directed towards fast-
tracking the legal process, reducing lengthy 
timelines, and minimizing associated costs. 
By ensuring a more efficient and accessible 
legal system, brand owners will be more 
inclined to pursue legal action, safeguarding 

their rights, deterring potential infringers, 
and promoting a conducive environment for 
innovation and creativity.

Tighten controls on money laundering. 
Denying access to entities and mechanisms 
used to launder proceeds of crime – and 
thereby depriving criminals and their 
networks of related profits – is one of the 
most effective ways to deter illicit trade. 
This requires a holistic, comprehensive 
anti-money laundering regime including 
the ability to trace, freeze, seize and 
confiscate assets related to illicit financial 
flows. Increasing the number of trained 
personnel to speed up the filing of cases and 
improving cooperation between relevant 
agencies can also strengthen the country's 
response to money laundering and financing 
of terrorism. By taking these measures, the 
Philippines can better protect its financial 
system and reputation and promote greater 
transparency and accountability in the global 
financial community.

Increase participation of local police and 
ensure that illicit trade is a mandated priority 
for local criminal investigations.

Implement coherent domestic tax 
policies
High levels of taxes – import-related and 
domestic excise taxes – create incentives for 
producers as well as consumers to switch 
from legal products to the illicit channel to 
avoid such taxes. By implementing coherent 
domestic tax policies, Philippines can reduce 
such incentives. 

Implement coherent domestic tax policies 
– to disincentivize producers and consumers 
from switching from legal products to 
the illicit channel to avoid higher taxes. 
Tax structures and tax levels should 
consider market dynamics like ease of 
implementation and enforcement, consumer 
affordability, comparative tax and price 
levels in neighboring countries, and long-
run consequences of substitution of illicit 
product alternatives. 
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Implementing policies with long-term 
focus: Tax policies should be established 
with a clear long-term focus to avoid the 
unintended consequences of substitution of 
illicit product alternatives. Tax plans that lay 
out reasonable tax increases and consider 
local market dynamics are more defensible to 
illicit trade. 

Enhance transparency and 
accountability
While the Philippines has made significant 
progress in combatting illicit trade and 
promoting good governance, much work 
remains to be done in addressing corruption 
within government agencies. Corrupt 
practices at the level of customs, local 
officials, law enforcement authorities, and 
the judiciary continue to facilitate illicit 
trade, undermining the country’s efforts to 
create a sustainable and effective anti-illicit 
trade framework.

There will be limited success in the fight 
against illicit trade without commensurate 
efforts to address corruption. Laws and 
regulations to combat illicit trade are 
rendered ineffective when corrupt officials 
are responsible for their enforcement. 
Increasing criminal penalties alone is 
not enough to deter corrupt practices if 
the probability of being caught and held 
accountable is low. Furthermore, public 
trust in the justice system is eroded when 
corruption allows criminals to walk free.

Recently, promising developments have 
taken place, including the BOC's efforts 
to relieve and suspend officials engaged 
in irregular activities,165 along with the 
announcement by the Interior Secretary 
of the government's intent to cleanse the 
corruption-tainted Philippine National Police 
(PNP).166  

However, achieving real and lasting progress 
in addressing corruption in the Philippines 
will require a sustained commitment from 
all levels of government to prioritize the 
problem, actively pursue solutions, and 

invest in enforcement measures.

Tackle pervasive corrupt practices that 
continue to facilitate illicit trade, notably 
at the level of customs, law enforcement 
authorities, regulatory/inspection bodies 
and the judiciary. As long as corruption 
persists within government agencies, any 
attempt to strengthen border policing and 
control will have limited effect. 

Engage proactively with international 
mechanisms such as the ASEAN Parties 
Against Corruption (ASEAN-PAC) 
established to implement the UN Convention 
Against Corruption (UNCAC).

Rotation policies are useful for reducing the 
corruption risks in field offices, ports, border 
stations and offices charged with monitoring 
for environmental crimes.

Streamline and automate permit processes 
and controls, as the elimination of the use of 
paper permits greatly reduces opportunities 
for criminals to use fraudulent or falsified 
documents. 

Ensure the completion and full 
operationalization of eCITES PH to 
simplify and automate the processing of 
permit applications for import, export, and 
re- export of terrestrial wildlife listed under 
CITES, thereby increasing transparency 
and eliminating opportunities for fraud and 
corruption. 

Move towards a comprehensive digital 
environment for border clearance, as 
automated systems reduce human touch 
points and thus lessen the opportunities for 
improprieties.

Strengthen prevention by implementing 
and enforcing strong codes of conduct; 
integrity and conflict of interest policies; and 
asset declaration policies for public officials, 
coupled with a robust reporting system of 
wrong-doing and protection for witnesses 
and whistleblowers.
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Empower consumers through 
awareness
Efforts to address illicit trade are hampered 
by a lack of public awareness of its 
dangers, which has led to a degree of social 
acceptability. Raising awareness among 
consumers about the harms of illicit trade 
is a crucial aspect of creating a culture of 
compliance and responsible consumption 
that deters individuals from participating in 
illicit trade.

Local and regional educational campaigns 
and community-level awareness activities 
are essential to help shift public perception 
and understanding of the negative impacts 
of illicit trade, including highlighting the 
health risks to consumers, the drain that 
lost tax revenues have on public budgets, 
and the government’s ability to mobilize 
sufficient domestic tax revenue to provide 
for critical public services, infrastructure and 
healthcare. 

For example, raising public awareness about 
the potential health risks associated with 
illegally traded wildlife helps consumers 
understand that illegally poached animals 
may harbor harmful viruses and diseases, 
including those that can cause the next 
pandemic – which may encourage them to 
avoid such products altogether.167

IPOPHL has done a commendable job in 
improving public awareness and education 
on the threat of counterfeit and piracy by 
launching various campaigns and initiatives 
to educate consumers about the importance 
of protecting intellectual property rights 
and the risks of buying counterfeit goods.168 
For example, IPOPHL’s Raise	the	Economy	
by	Acquiring	Protection	of	Your	IP	of	Your	
Community	(REAP	IP)	program engaged 
over 160 local government units on IP 
awareness.169

Empower consumers through awareness. 
By continuing to raise awareness, IPOPHL 
can encourage more consumers to make 
informed choices about the products they 

purchase. This, in turn, can have a positive 
impact on the local (legitimate) economy, 
promote fair competition, and safeguard 
the rights of businesses and consumers. 
Other government bodies looking to 
raise awareness can learn from IPOPHL's 
strategies and apply them in their own 
contexts.

Partner with the private sector
Sustained collaboration between the 
government and private sector is crucial 
for combatting illicit trade online and 
offline. Access to commercial datasets and 
private sector intelligence, coupled with 
cutting-edge artificial intelligence solutions, 
can enhance enforcement agencies' risk 
assessment capabilities. 

Similarly, Rightsholders can also be more 
effective partners in investigations when 
they are informed by authorities of potential 
illicit trade affecting their brands, resulting 
in more deterrent criminal proceedings. 
As an example, IPOPHL reported a 40 
percent drop in piracy and counterfeiting 
complaints in 2022, with only 92 reports 
received, compared to 153 in 2021 and 104 
in 2020. The agency attributed the decline to 
the joint collaboration between government 
and private sector.170 While this reduction is 
noteworthy, it is important to acknowledge 
that the overall number of reports received, 
92, remains relatively small considering 
the magnitude of the problem and that 
a burdensome reporting system may be 
hindering the accurate representation of the 
true extent of illicit trade activities.

Businesses can contribute to the fight against 
illicit trade by developing technical solutions 
that safeguard the integrity of supply chains. 
Additionally, industry associations can 
enhance stakeholder knowledge and skills 
in identifying and preventing illicit trade by 
providing training and capacity-building 
programs.



36 TRACIT.ORG

Promote the creation of local private-public 
partnerships to bring key industry and 
government stakeholders together to define 
strategies, share know-how, intelligence and 
data, improve risk assessment, strengthen 
border control and improve awareness. 

Improve the Digital Environment
The rise of the digital environment has 
created new opportunities for illegal 
operators to engage in illicit trade, including 
cybercrimes, copyright piracy, and money 
laundering. The increased use of e-commerce 
platforms provides counterfeiters (as well 
as digital pirates) with a powerful global 
infrastructure to market and distribute fake 
goods to ever greater number of consumers 
at minimal expense. Several platforms based 
in ASEAN, including Bukalapak, Tokopedia 
and Shopee are notorious for offering high 
levels of counterfeits.171  

It is crucial to improve controls in the digital 
environment to combat these threats. This 
includes requiring greater transparency 
for online marketplaces and social media 
platforms, to improve know-your-customer 
and know-your seller programs. Further, 
online intermediaries must not be allowed 
to hide behind the veil of privacy laws 
to protect the identities of counterfeiters. 
Online intermediaries including e-commerce 
and social media platforms must accept 
greater responsibility in keeping illicit goods 
off their services and this must include better 
proactive takedown actions across their 
platforms.

IPOPHL’s memorandum of understanding 
(MOU) signed by e-commerce platforms 
and brand owners to curb counterfeiting 
and piracy online is an important 
achievement that has resulted in increased 
efforts to remove infringing products from 
e-commerce platforms. However, there 
is still room for further improvement. 
Binding legal issuances such as the Joint 
Administrative Order No. 22-01 (s. 2022), 
which outlines the various laws and 
regulations governing the sale, distribution, 

and marketing of products on the internet, 
should be strictly implemented and firmly 
applied.

For example, despite the warnings issued 
by the Department of Trade and Industry 
(DTI) against the sale of illicit tobacco and 
vapor products online, unregistered and 
unverified listings of these items continue 
to remain active on e-commerce platforms. 
This highlights the need for more robust 
measures to ensure strict compliance 
with regulations and the swift removal of 
infringing listings from online platforms.172

Additionally, the MoU should be updated 
to address the influx of pharmaceutical 
products being sold in the Philippines 
without proper licenses. While the 
importation and sale of such unregistered 
pharmaceutical products are defined as 
"counterfeit drugs/medicines" and violate 
Republic Act 8203 or the Special Law 
of Counterfeit Drugs, it is important to 
recognize that these grey market products 
may also be counterfeits, violating the 
Intellectual Property Code of 1997. To 
effectively address this issue, the wording in 
the MoU should be expanded to explicitly 
cover pharmaceutical products that lack 
FDA approval and are being sold in the 
Philippines. By doing so, the coverage of 
the MoU would extend beyond the narrow 
definition of "counterfeit" products provided 
by the Intellectual Property Code. 

Furthermore, concerns have been raised 
regarding insufficient key performance 
indicators (KPIs) to monitor the 
achievements of signatories. It is essential 
to have clear and measurable metrics that 
demonstrate the progress and impact of 
the MoU in curbing counterfeiting and 
piracy. This transparency will help evaluate 
the effectiveness of the collaborative 
efforts between e-commerce platforms 
and brand owners and identify areas that 
require further attention. To build upon 
the achievements of the MOU, it is also 
crucial to adopt a multi-faceted approach to 
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infringements that encompasses online-to-
offline investigations and enforcement.

Fraudulent advertising is rapidly emerging 
as a new risk to consumers shopping online. 
Misleading and fraudulent advertisements 
divert unsuspecting consumers to websites 
featuring counterfeits, fake services, and 
other fraud. These adverts are all over social 
media networks, search and video sharing 
platforms where people are not expecting 
such scams. Most fraudulent websites also 
show a disregard for data privacy and 
expose consumers to credit card fraud, 
identify theft, and other cybercrimes. 

Ensure that law enforcement and the 
judiciary are trained and equipped to 
sufficiently address cases involving 
electronic evidence and online activities. 
This includes allocating additional resources 
to the establishment of dedicated cybercrime 
task forces, enabling them to effectively 
detect and respond to illicit activities on the 
internet.173  

Tighten Know Your Customers 
requirements for online intermediaries. 
Online platforms are increasingly vulnerable 
to exploitation and misuse by illicit traders or 
otherwise illegitimate operators. Moreover, 
the spectrum of illicit trade comprises illicit 
digital trade, including cybercrimes (like 
hacking, spam, copyright piracy and child 
pornography) and money-laundering in the 
financial system.

Encourage the development and adoption 
of advanced prevention technologies. 
This can include automated tools for rapid 
notice, takedown and stay down, filtering 
and redress for online platforms; and the 
use of risk scoring services and preventive 
measures to be implemented by online 
payment solutions offering services on 
unsafe online platforms. This should also 
include website blocking. The use of such 
expeditious actions should match the speed 
and volume of transactions on a platform.174

Hold online intermediaries liable for not 
adequately removing illicit content. Online 
platforms and participating intermediaries 
must be held criminally and civilly liable 
for knowingly allowing illicit traders to 
use them as a conduit to trade in illicit 
goods. Further, internet safe harbor laws 
must not be misused by businesses that 
depend on promoting access to illicit goods. 
Governments must ensure accountability 
of online platforms and participating 
intermediaries in cases when they facilitate 
the sale, advertisement, shipment or delivery 
of illicit goods.

Treat domestic warehouses and fulfilment 
centers as the ultimate consignee for 
goods that have not been sold to a specific 
consumer at the time of its importation.

Box 8: Rules and Guidelines on Online Businesses

The Department of Trade and Industry (DTI), Department of Health (DOH), Department of 
Agriculture (DA), Department of Environment and Natural Resources (DENR), Intellectual 
Property of the Philippines (IPOPHL) and National Privacy Commission (NPC) issued a Joint 
Administrative Order (JAO) No. 22-01, consolidating all existing rules and guidelines on online 
businesses and  reminding all digital platforms that existing laws, rules, and regulations that 
apply to physical stores likewise apply to online stores.175 This is in response to the proliferation of 
prohibited and regulated products sold on marketplace platforms and social media marketplaces, 
cautioning merchants selling on Facebook/Meta, Instagram, Viber, Lazada, Shopee, Carousell, 
and other marketplace platforms against the sale of unlicensed, restricted or prohibited products. 
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Address illicit trade in the express and 
postal mail sector. Technologies and 
practices to improve targeting, prediction, 
and decision processes to target illicit trade 
through small parcels must be prioritized. 
More information is needed on patterns and 
trends at each point-of-entry, by product 
category, sector, and brand – including 
analysis of the corresponding country of 
origin, transshipment routes, evasive tactics 
employed, repeat offenders, and other illicit 
characteristics that can be useful for targeting 
systems as well as for offline investigations.

Hold payment portals and financial systems 
responsible for preventing illicit traders 
from using their services for money transfers. 
The accounts of confirmed criminals must 
be terminated and attempts to open new 
accounts should be banned. Payment 
portals must implement adequate security 
measures to combat payments for trades and 
transactions involving illicit goods.

Ensure that repeat offenders are 
permanently banned and prevented from 
rejoining or remaining on the platform under 
a different alias or storefront. Implement a 
system (e.g., two-strike or three-strike) that 
terminates and permanently bans sellers that 
have listed or sold counterfeits, regardless 
of whether the violations involved one or 
several seller accounts. Platforms should 
then also be required to notify: (i) consumers 
that have bought a product from the seller 
to enable the customer to pursue a return 
or avoid the seller in future transactions; 
(ii) e-commerce platform coalitions of illicit 
sellers already flagged or identified as high 
risk; (iii) law enforcement of sellers who 
have been permanently removed from the 
platform; and (iv) the owner of the registered 
trademark, upon request.
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